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OINPEJAEJIEHUA

B nHacTosiiieM NOKyMEHTE MCIONB3YIOTCS CIEAYIONINE TEPMHUHBI U UX OIpe-
JEJICHUS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CUCTEMA, COCTOSIIAs U3 MEPCOHANA U
KOMILJIEKCAa CPEJCTB aBTOMATU3AIMU €ro AESTeNIbHOCTH, pealusyromas nHpopma-
[IUOHHYIO TE€XHOJIOTUIO BHITIOJIHEHUSI YCTAHOBJICHHBIX () YHKITUH.

AyTeHTH(UKALMSA OTIPABUTEIA JAHHBIX — MIOJTBEPKICHUE TOTO, YTO OT-
MPaBUTENb MOTYYEHHBIX JAHHBIX COOTBETCTBYET 3aABICHHOMY.

Be3onacHOCTh MEPCOHAIBHBIX JAHHBIX — COCTOSHUE 3alIUIIEHHOCTH MEP-
COHAJIBHBIX JIAHHBIX, XAPAKTEPU3yEeMOE CIIOCOOHOCTBHIO TOJIH30BATENCH, TEXHUYE-
CKHX CpEACTB M WH(MOPMAIMOHHBIX TEXHOJIOTUH obecrneunth KOH(UIEHIIUATb-
HOCTb, LIEJIOCTHOCTh W JIOCTYITHOCTh MEPCOHATIBHBIX JIAHHBIX MPU UX 00paboTKe B
UHOOPMAITMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX.

biokupoBaHne mepcoHAJBHBIX JaHHBIX — BPEMEHHOE MpeKpalieHue coo-
pa, cUCTeMaTU3allH, HAKOIUICHHUSI, UCIIOJIb30BAHNUS, PACIIPOCTPAHEHUSI NIEPCOHAIIb-
HBIX JAHHBIX, B TOM YHCJIE UX NIEpPEeAauH.

Bupyc (koMnblOTepPHBbIA, MPOrPAMMHBII) — UCIIOTHAEMBINA TPOTPaMMHBIM
KOJI WUIM MHTEPIPETUPYEMbI HaOOp MHCTPYKIIHMMA, 00JIaaronIuii CBOMCTBAMH He-
CaHKIIMOHUPOBAHHOTO PACIpPOCTPaHEHUs U camoBocnpou3BeaeHus. Co3aaHHbIE
TyOIMKaThl KOMITBIOTEPHOTO BUpPYCa HE BCEr/la COBMAAAIOT C OPUTHMHAJIOM, HO CO-
XPaHSIOT COCOOHOCTh K JajJbHEUIEMY PaclpOCTPAHEHUIO U CAMOBOCIIPOU3BE/IE-
HUIO.

BpenonocHasi nporpaMma — rnporpamma, IpeiHa3HaueHHas sl OCyIIeCTB-
JIEHUS HECAHKIIMOHUPOBAHHOTO JOCTyIa W (WJIM) BO3IECUCTBUS HA MEPCOHAJbHBIE
JAHHBIE WIN pecypchl UHPOPMAITMOHHOM CUCTEMbI IEPCOHATBHBIX JAHHbIX.

BcnomorartesibHbIe TeXHHYECKHE CpPeIcTBa U CHUCTEMBbI — TEXHUYECKHE
CpPEICTBAa U CUCTEMBI, HE MpeIHa3HAuYCHHbIE AJIs Nepenadn, oOpabOTKU U XpaHEHUs
MEPCOHAIBHBIX JTAHHBIX, YCTAHABINBAEMbBIE COBMECTHO C TEXHHMYECKUMH CPEICT-

BaMM U CHUCTEMaMHM, NMPCAHA3HAYCHHBIMMA JIA 06pa6OTKI/I MNEPCOHAJIbHBIX JAaHHBIX



WIM B TMOMEILIEHHUAX, B KOTOPBIX YCTAHOBJIEHbI MH(POPMAIIOHHBIE CHUCTEMBI IEPCO-
HaJIbHBIX TAHHBIX.

JlocTyn B onepanMoOHHYI0 cpely KoMmnbiTepa (MHPOPMAaLMOHHON CH-
CTeMBI NMEePCOHANBHBIX JAHHBIX) — TIOJyYCHHE BO3MOXKHOCTH 3aITyCKa Ha BBIIOITHE-
HUE IITATHBIX KOMaHJ, (DYHKIMM, TPOLIEAYpP OINEPAIIOHHON CHUCTEMBI (YHHUUTOXKEHUS,
KOMMPOBAHUS, IEPEMEILICHUS U T.11.), UCTIOTHAEMBIX (DailJIOB MPUKIATHBIX TPOIPAMM.

JocTtyn K uH(popManuu — BO3MOXKHOCTh TOJy4eHHs MH(OpMALMK U ee HC-
NI0JIb30BaHMS.

3aK/a104HO0e YCTPOHCTBO — 3JIEMEHT CPEJICTBA CheMa MHPOPMAIIUU, CKPBITHO
BHEAPSIEMbIHN (3aKJIaIbIBAEMBIN WJIM BHOCHMBIN) B MECTa BO3MOXKHOTO CheMa MH(popMa-
1M (B TOM YHCIIE B OTPaXKICHUE, KOHCTPYKIIMIO, 000PYAOBaHUE, MPEAMET HHTEPhEPA,
TPaHCIIOPTHBIE CPE/ICTBA, & TAKKE B TEXHUYECKHE CPEJICTBA M CUCTEMBI 00pabOTKH UH-
dbopmarun).

3amumaemass nHpopManusa — MHGOPMAIMS, SBISIOMIAICS TPEIMETOM COO0-
CTBEHHOCTH U TIOZJIS)KAINAs 3alllUTe B COOTBETCTBUU C TPEOOBAHMSIMH MPABOBBIX JOKY-
MEHTOB WJIH TPEOOBaHUSIMY, YCTAaHABIMBAEMBIMI COOCTBEHHUKOM MH(OpMAITUH.

NnenTnduxanus — npucBoeHre cyObeKTaM M OOBEKTaM JOCTyNa WICHTU-
¢ukaTopa u (WIM) CpaBHEHUE TIPEIBSIBISIEMOTO UICHTU(UKATOPA C TIEPEYHEM MPUCBO-
EHHBIX UACHTHU(PUKATOPOB.

NudopMaTUBHBIA CHUTHAJ — BJICKTPUYECKHUE CHUTHAIBI, AKyCTUYECKUE, DIIEK-
TPOMAarHUTHBIC U JApyrue (PU3NUecKue Mo, Mo MapaMeTpaM KOTOPBIX MOXKET ObITh pac-
KpbITa KOH(puAeHIMansHas nHbopMarus (IepcoHANIbHBIE JTaHHbIe) oOpadaTbiBaeMas B
MH()OPMAITMOHHON CHCTEME TIEPCOHAITBHBIX JTAHHBIX.

NudopmanuonHas cucremMa mnepcoHaJbHbIX AaHHbIX (UCIIAH) — uH-
GopmaroHHas cuctema, MpeaCcTaBisaionias co0oi COBOKYMHOCTh MEPCOHATBHBIX
JIAHHBIX, COJIEPKANTUXCs B 0a3e MaHHBIX, a Takke WHOOPMAITMOHHBIX TEXHOJIOTHIMA
U TEXHUYECKUX CPEJCTB, MO3BOJIAIONIUX OCYIIECTBIATH 00paOOTKY TaKUX MEpCo-
HaJIBHBIX JIAHHBIX C MCTIOJB30BAHUEM CPEJICTB aBTOMATH3AIMU WM 0€3 MCTOJIb30-

BaHUA TaKHUX CPCACTB, UCIIOJIb3YyCMasd B 06p330BaTeJ'II>HOM YUPCIKACHUM.



NudopmanmoHHble TEXHOJOTUHM — MPOIECCHI, METObI TIOMCKA, cOOpa, Xpa-
HEHUs, 00pabOTKH, MPEIOCTABICHUS, PacIpOCTpaHeHusI HH(OpMAIIMU U CIIOCOOBI OCY-
IIECTBIICHUS TAKUX MPOIIECCOB U METOOB.

Hcnosib30BaHue MEPCOHAIBHBIX JAHHBIX — JICUCTBUA (Omepaiuu) ¢ mnep-
COHAJIbHBIMHU JaHHBIMH, COBEPIIAEMbIE OTIEPATOPOM B IEISAX MPHHITHS PEIICHUM
WM COBEPUICHUS] WHBIX JTEUCTBUH, MOPOXKAAIONIUX IOPUINUECCKUE TOCIEICTBUS B
OTHOIIIEHUH CYOBEKTA MEePCOHATBHBIX JaHHBIX WIN APYTUX JIUIl JIUOO UHBIM o0pa-
30M 3aTparvBalIINX IpaBa U CBOOOJBI CyOBEKTa MEPCOHAJBHBIX JAHHBIX WIIU
JAPYTHX JIHII.

HcTounuk yrpo3sl 6e3onacHoctu mHGpopManum — cyObeKT JOCTyma, MaTe-
pHUaTBbHBIA O0BEKT WM (PU3NUECKOE SIBIICHUE, SIBISIFOIIUECS TPUYMHON BO3SHUKHOBEHUS
yrpo3bl 0€30MaCHOCTH HH(POPMALIUH.

Kontpoaupyemasi 30Ha — poCTpaHCTBO (TEPPUTOPHS, 3/1aHHUE, YACTh 3aHMU,
MOMEIIEHNE), B KOTOPOM HCKIIFOYEHO HEKOHTPOIMpYEeMOe MNpeObIBAaHME MOCTOPOHHUX
JIMII, & TAK)KE TPAHCTIOPTHBIX, TEXHUYECKUX M MHBIX MaTEPUAJIbHBIX CPEJICTB.

KonduaeHunajJibHOCTh NMEPCOHATBHBIX JAHHBIX — 00s3aTeNIbHOE IS CO-
OJIOJIEHHMS OIIEPATOPOM M MHBIM TOTYYHMBIINM JIOCTYII K MEPCOHATIBHBIM JAHHBIM JIU-
oM TpeOOBaHME HE JIOMYCKAaTh MX pachpocTpaHeHus 0e3 corjlacusi CyOBbeKTa Iepco-
HAJIbHBIX IAHHBIX WJTA HATMYHSI MTHOTO 3aKOHHOTO OCHOBAHMSI.

MekceTeBOM IKpPaH — JIOKAIbHOE (OJHOKOMITOHEHTHOE) WK (PYHKITMOHATIBHO-
pacripe/ieliecHHOe MporpaMMHOE (ITpOrpaMMHO-aIapaTHOE) CPeACTBO (KOMILIEKC), pea-
TM3YIOIIee KOHTPOJIb 32 MH(pOpMAIMel, TOCTYMAIOMmEr B HHPOPMAIMOHHYIO CHCTEMY
TIEPCOHATBHBIX JAHHBIX ¥ (M) BBIXOAAIICH 13 MH(POPMAIIMOHHON CUCTEMBI.

HapymmuTtenb 6e30MacHOCTH NMEPCOHAIbHBIX JAHHBIX — (PM3UYECKOE JIUIIO,
CITy4aifHO WJTU MPETHAMEPEHHO COBEPIIAIOIIEE ICHCTBUS, CIEICTBUEM KOTOPIX SIBIISIECTCS
HapyIlleHne O€30TMacHOCTH TIEPCOHATIBHBIX JAHHBIX TPH UX 00pabOTKE TEXHHMUYECKUMH
cpencTBaMu B MH(POPMAITMOHHBIX CUCTEMaX IEPCOHATTBHBIX JJAHHBIX.

HeaBToMaTu3npoBaHHass 00padoTKa NEPCOHAJBbHBIX JAHHBIX — 00pa-
00TKa TIEPCOHATBHBIX JTAHHBIX, COACPKANIUXCS B MHOOPMAIIMOHHON CHCTEME TIep-
COHAJILHBIX JTAHHBIX JTUOO M3BICYCHHBIX U3 TAKOW CHCTEMBI, CHUTAETCS OCYIIEeCTB-
JeHHOM 0e3 HMCIOJIb30BAaHMSI CPEJCTB aBTOMATH3alUMU (HEABTOMATHU3UPOBAHHOMN),
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€CJIM Takue JCHCTBUS C MEPCOHATBHBIMU JAHHBIMU, KaK HCIOJIb30BAHHUE, YTOUHE-
HUE, paclpoCTpaHEHHE, YHUUTOXKEHUE IEPCOHATBHBIX TAHHBIX B OTHOIICHUU KaX-
JIOTO U3 CYOBEKTOB MEPCOHAIBHBIX JaHHBIX, OCYIIECTBIAIOTCA MPU HEMOCpe.-
CTBEHHOM YYaCTHU YeJIOBEKa.

HenexsiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAIBHBIE BO3MOXKHOCTU
CPEJICTB BBIUMCIIMTENIHHOM TEXHUKH, HE OIMCAHHBIC WM HE COOTBETCTBYIOIIME OIMCAH-
HbIM B JIOKYMEHTAIIUH, TIPU WCIOJIB30BAaHUU KOTOPHIX BOSMOXKHO HapyllleHHe KOH(U-
JICHITUATLHOCTH, TIOCTYITHOCTH WJIH 1IEJIOCTHOCTH 00pabaThiBaeMOl HH(OPMAIIUH.

HecaHKUMOHUPOBAHHBIN T0CTYNl (HECAHKIIMOHUPOBAHHbIE IeHCTBUNA) —
JOCTYN K UHGOPMALMK WM JEUCTBUS ¢ MH(pOpMaIMel, Hapylaroye npaBuia pas-
TPaHUYCHHUS JIOCTYIA C WCIOJB30BAaHUEM INTATHBIX CPENICTB, MPEIOCTABISIEMBIX WH-
(dbopMaIrMOHHBIMU CHCTEMaMU MTEPCOHATBHBIX JIAHHBIX.

Hocureas undopmanum — Qusnyueckoe IO WIM MaTepUATbHBI OOBEKT, B
TOM 4Yuclie (PU3UUECKOE T0JIE, B KOTOPOM MH(pOPMAIHs HAXOJUT CBOE OTPAKEHHE B BUJIC
CHMBOJIOB, 00pa30B, CUTHAJTIOB, TEXHUYECKUX PELICHUI U MPOIIECCOB, KOJIMYECTBEHHBIX
XapaKTePUCTUK (PU3NUYECKUX BETUUHH.

Obe3munBaHue NMEPCOHAIBHBIX JaHHBIX — JICHCTBUSA, B pE3yJbTaTe KOTO-
PBIX HEBO3MOXHO OINPEAEIUTh NPUHAJICKHOCTh MEPCOHAIBHBIX TAHHBIX KOH-
KPETHOMY CYOBEKTY NMEPCOHAIBHBIX TAHHBIX.

O0paboTKa nMepcoHANBHBIX JAHHBIX — JACHCTBUS (ONEpalu) ¢ MEePCOHAb-
HBIMU JTAHHBIMH, BKIIIOYasi COOp, CHCTEMAaTH3aIUIO, HAKOIUICHUE, XpaHEeHHe, YTOUHEHHE
(oOHOBIEHME, I3MEHEHHE), UCTIONB30BAaHKE, PACTIPOCTPAHEHHE (B TOM YHCIIE Miepeaaqy),
o0e3nmurBanue, OJJOKUPOBAHKE, YHUITOKEHUE TTEPCOHATBHBIX TAHHBIX.

OO0wmenocTynHble NMEePCOHANbHBIE JAHHbIE — [IEPCOHAIbHBIE JaHHBIE, J10-
CTyH HEOTPAHUUYEHHOTO KPYyTa JIMIl K KOTOPBIM MPEAOCTABJIEH C COrjacus cyObeKTa
MEePCOHAIBHBIX JTAaHHBIX WM Ha KOTOPHIE B COOTBETCTBUU C (DelepalibHbIMU 3aKO-
HaMU HE PacTpOCTpaHsIeTCs TpeOOBaHUE COOMIOCHUS KOH(DHICHIINATHH OCTH.

Onepartop (mMepCcoOHAIBHBIX AAHHBIX) — FOCYJAPCTBEHHBIM OpraH, MyHHIIU-
MaJbHBIA OpraH, IOPUIWYECKOe WK (PU3NYECKOe JIMII0, OpraHu3yoIlee u (Win) ocy-
HIECTBIBAIOIIEE 00pabOTKY MEPCOHATIBHBIX JJAHHBIX, & TAKKE OMPEEIISIOLIUE LIEIU U CO-
JepKaHre 00padOTKH MEPCOHAIBHBIX TaHHBIX.
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IlepexBatr (MH(oOpManuM) — HEMPABOMEPHOE MOIYYeHHE HHPOpPMALUU C
HCIIOJIb30BAaHUEM TEXHMUYECKOI'0 CpEJCTBA, OCYIIECTBIAIOIIETO OOHApYyKEHUeE,
npueM 1 00paboTKy HHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble HaHHBIE — JIF00as UHPOPMALIMS, OTHOCSIIASICS K OIMpeJe-
JIEHHOMY WJIM OIpeNesieMOMY Ha OCHOBAaHMHU Takoi MH(popManuu (U3HUECKOMY
muny (CyOBeKTYy NEpCOHAIbHBIX JAHHBIX), B TOM 4YHUcie €ro GaMuius, uMs, oTde-
CTBO, 'O/, MECSL, AaTa U MECTO POXKICHHUs, aJpec, CEMEMHOE, COLIMAIbHOE, UM Y-
IIECTBEHHOE MOJIOKEeHHEe, 00pa3oBaHue, mpodeccusi, J0Xonbl, Apyras uHbopma-
U

ITo6ouHbIe 3JIEKTPOMATHUTHBIE M3JIYYEeHUS] M HABOJIKHU — DJICKTpOMAr-
HUTHBIE U3JTyYEeHUs] TEXHUYECKUX CPEICTB 00pabOTKHU 3aluiiaeMor nHMOOpMaInH,
BO3ZHMKAIOIIHME KaK MOOOYHOE SIBICHHUE W BBI3BAHHBIE JICKTPUUECKUMU CHUTHAIaMH,
JEUCTBYIOIIMMHU B UX JJIEKTPUUECKUX M MArHUTHBIX IIETISX, a TaKXKE dJIEKTpoMar-
HUTHBIE HABOJKU dTUX CUTHAJIOB Ha TOKOMPOBOASAIIUE JIMHUH, KOHCTPYKIIUH U 1I€-
Y TIATaHHUS.

IHonmuTHKa «YHCTOr0 CTOJIA» — KOMIUIEKC OpPraHU3alMOHHBIX MEpPOIpPHs-
TUH, KOHTPOJUPYIOIIHUX OTCYTCTBHE 3alMCHIBAHUS HAa OyMa’KHbIE HOCUTENH KO-
4eit u aTpuOyTOB JocTyna (mapojieid) U XpaHeHUs UX BOJIM3H 00BEKTOB JOCTYIIA.

IToab30oBaTes b UHPOPMAIMOHHON CHUCTEMBbI MEPCOHAJBHBLIX NAHHBIX —
JUI0, y4YacTBylollee B (DYHKIMOHUPOBAHUHM WH()OPMAIMOHHON CHCTEMBI MEPCO-
HAJBHBIX JIAHHBIX WU UCTIOJIB3YIOIIEE PE3yIbTaThl €€ (DYHKIIMOHUPOBAHUSI.

IIpaBuia pasrpaHu4eHusi J0CTYNa — COBOKYITHOCTh MPAaBUJ, PErJIAMEHTH -
PYIOIIUX TIpaBa JOCTyMa CyOBEKTOB JOCTYIIa K 00bEKTaM JIOCTYTIA.

IIporpamMmMHas 3aKJjiaiKa — KOJ IIPOrpaMMblL, IPEIHAMEPEHHO BHECEHHBIN B
MpOrpaMMy C LEIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJJOKUPOBATH, YHUUTOXKUTh
WHOOPMAIUIO WM YHUYTOXHUTH U MOIUDUIIMPOBATH MPOTPaMMHOE OOECTICUCHUE
WH()OPMAITMOHHON CHCTEMBbI MEPCOHANBHBIX JAHHBIX W (WIM) OJOKUPOBATH ara-
paTHbIE CPE/ICTBA.

IIporpammHoe (MPOrpaMMHO-MAaTeMATH4YECKOE) BO3AeiCTBHE — HECAHK-
LIMOHUPOBAHHOE BO3JICHCTBUE HA PECypChl aBTOMATU3UPOBAHHOW MH(POPMAIMOH-
HOM CHUCTEMBbI, OCYIIECTBIIIEMOE C UCIIOJIb30BAHUEM BPEIOHOCHBIX MPOTPaAMM.
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PackpbiTHe TNEPCOHANBHBIX [JAHHBIX — YMBIIUICHHOE WJIH CIydailHOe
HapylieHue KOHPUACHIIMATbHOCTH NMEPCOHATBHBIX IAHHBIX.

PacnpocTpaHeHne NepCOHANBHBIX JAHHBIX — JCHCTBUS, HAMpPaBICHHBIC
Ha Tepeavy MNepCoOHaNbHBIX JAaHHBIX ONpENeICHHOMY KpyTry vl (repeaaya nep-
COHAJILHBIX JAHHBIX) WM HA 03HAKOMJICHUE C MEPCOHATBHBIMU JaHHBIMU HEOTpa-
HUYEHHOT'O KpyTra JIMI], B TOM 4YKcjie OOHapOJOBaHHE MEPCOHAIBHBIX JAHHBIX B
CpeACTBaxX MaccoBoil  uHpopMamuu, pasmenieHue B HHPOPMAIMOHHO-
TEJIEKOMMYHHMKAIIMOHHBIX CETSAX WM MPEJIOCTABJICHUE JIOCTYIa K MEePCOHATbHBIM
JTAHHBIM KaKUM-JIHOO UHBIM CITIOCOOOM.

Pecypc uH(popMaALMOHHON CHUCTEMbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHO-
ro, MPUKJIAJHOTO WJIM alapaTHoro odecneueHus (GyHKIIMOHUPOBaHUSA MHPOpMa-
IIUOHHON CHUCTEMBI.

CpeacTBa BbIYNCJIAUTEIBLHONH TEXHUKH — COBOKYITHOCTh IPOTPAMMHBIX 1 TEX-
HUYECKUX AJIEMEHTOB CUCTEM 00OPaOOTKH JIAHHBIX, CIOCOOHBIX ()yHKIIMOHHUPOBATH CaAMO-
CTOSITEILHO WJIM B COCTaBE JPYTUX CUCTEM.

Cyo0bekT aocryna (cy0beKT)— JMIO WIA NPOLECC, IEHCTBUS KOTOPOrO per-
JTAMEHTHPYIOTCS TpaBUJIaMH pa3rpaHUYCHHS JOCTYIIA.

Texnuveckue cpeacrsa MHPOPMANMOHHOM CHCTEMBbI IMEPCOHAJbHBIX
JAHHBIX — CPEJCTBA BBIYMCIUTENFHON TEXHHUKU, HH(OPMAIMOHHO-BHIYHCIUTEIILHBIC
KOMIUIEKCHI M CETH, CPEICTBA U CUCTEMBI Tiepeiaun, rpueMa u oopadotku [1/1x (cpencrsa
U CUCTEMBI 3BYKO3aIHCH, 3BYKOYCHICHUS, 3BYKOBOCIIPOM3BEICHNS, TIEPETOBOPHBIE U TE-
JIEBU3MOHHBIE YCTPOICTBA, CPEICTBA W3TOTOBJIEHUS, TUPAKUPOBAHMS JOKYMEHTOB U
JpyTue TEXHUUECKUE CPEeNICTBA 00pabOTKU peyeBol, rpaduueckoid, BuIeo-  OyKBEHHO-
mdpoBoil HHPOpMaIUK), TIPOrPaMMHBIE CPEeICTBA (OMEPAIIIOHHBIE CUCTEMBI, CUCTEMBI
yIpaBieHus 0a3amul JaHHBIX U T.I1.), CPEACTBA 3alUThl HHPOpMAIIUH, TIPUMEHSEMBIC B
MH(DOPMAITMOHHBIX CHCTEMAX.

TexHnueckuii KaHaJ yTe4YKH WHGOPMALMU — COBOKYITHOCTh HOCHUTENS WH-
dopmarmu  (cpenctBa 00pabOTKH), (DU3MUECKOM Cpenbl pacnpocTpaHeHus: HHGOP-
MaTUBHOI'O CUT'HaJIa U CPEJICTB, KOTOPBIMU JOOBIBAETCS 3alluiiaeMasi ”HpopMarusl.

TpancrpanuyHas mepeaaya nepcoHAJbHBIX JAHHBIX — IIepeaya Mnepco-
HaJbHBIX JaHHBIX omeparopoMm uepe3 locymapcTBeHHyr0 Tpanuily Poccuiickoit
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denepanuy opraHy BIACTH MHOCTPAHHOI'O rOCYJapCTBa, (GU3HMUECKOMY WM HOPU-
JUYECKOMY JIMIY HHOCTPAHHOT'O TOCYapCTBA.

Yrpo3sl 0€30aCHOCTH NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTD YCIOBUN 1
(haKTOpOB, CO3IAIOUIMX OMACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YKCIIE CIy4YaiHOro,
JIOCTYIIA K MEPCOHAIBHBIM JIaHHBIM, PE3YJIETATOM KOTOPOTO MOYKET CTaTh YHUYTOKEHHUE,
M3MEHEHUE, OJIOKUPOBAHUE, KOTIMPOBAHKE, PACTIPOCTPAHEHHE MEPCOHATBHBIX JaHHBIX, a
TAK)KE MHBIX HECAHKIMOHUPOBAHHBIX JEUCTBUN MPU MX 00paboTKe B MH(POPMALIMOHHOM
CHCTEME NEPCOHAIBHBIX JAHHBIX.

YHUYTOKEeHHE MEPCOHAJBHBIX JAHHBIX — JCHUCTBUS, B PE3YIbTATE KOTOPHIX
HEBO3MOYKHO BOCCTAHOBHUTH COJIEP)KAHUE MEPCOHATBHBIX JAHHBIX B MH()OPMALMOHHON
CHCTEME IMEPCOHANIBHBIX JAHHBIX WM B PE3yJbTaTe KOTOPHIX YHUUTOXAKOTCS MaTepH-
aJbHbIE HOCUTENIN NEPCOHAIBHBIX JAHHBIX.

Yr1euka (3amuinaeMoi) uHpopMauMy MO0 TEXHUYECKHUM KaHAJIaM — He-
KOHTPOJIMPYEMOE paclpoCcTpaHeHne MH(GOPMAIMK OT HOCUTENS 3alllMIIaeMoi UHQOp-
MaluM 4epe3 (PU3MUECKYIO Cpedy 10 TEXHUYECKOTr0 CPECTBA, OCYIIECTBISIIOIIETO Mepe-
XBaT UHGOPMALIHH.

YA3BUMOCTB — CJ1a00CTh B CPE/ICTBAX 3aIIUTHI, KOTOPYIO MOXKHO HCIIONB30BATh
JUTSL HApYILICHUST CUCTEMBI WITH COJIEpKaIIIeHCsl B HEM MH(DOpMAaITUH.

IesocTHOCTH HH(pOPMAIIMHU — CITOCOOHOCTh CPENICTBA BBIYUCIIUTECIIBHON TEX-
HHUKY WJIM aBTOMATU3MPOBAHHOM CUCTEMBI 00€CIIeYnBaTh HEM3MEHHOCTh MH(OPMAIIHY B

YCIIOBUSIX CITYYaHOTO W/WITH TIPETHAMEPEHHOTO UCKAYKeHUS (pa3pyIIeHus).
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OBO3HAYEHUA U COKPAIILEHUA

ABC — anTHBUpYCHBIE CpElICTBA

AC — aBTOMaTU3MpPOBAHHAS CHCTEMA

APM — aBTOMaTH3UpOBaHHOE PAdOYEE MECTO

BTCC — BciomorarenbHble TEXHUYECKUE CPEICTBA U CUCTEMBI
NCIIIx — nadopmaIoHHas CHCTeMa MePCOHATBHBIX JAHHBIX
K3 — kouTpOommpyemas 301a

JIBC — nokaJibHasi BEIYMCIUTEIILHAS CETh

MDD — MexCceTeBOM SKpaH

HC/I — HECaHKIIMOHUPOBAHHBIN JOCTYII

OC — onepalioHHas cuctema

OV - oOpazoBaTeinbHOE YUPEKICHHUE.

IT/11 — iepcoHanbHbIEC JAHHBIE

[IMB — nporpaMMHO-MaTeMaTU4YECKOE BO3/ICUCTBUE

1O — nporpammMHoOe oOecrieueHre

ITOMHH — no6o4HbIe 37eKTPOMarHUTHBIC U3JTyYSHHUS 1 HABOJIKU
CA3 — cucrema aHaim3a 3alUAIEeHHOCTA

C3U — cpencta 3anuThl HHGOPMAIIHH

C3I1IH — cuctema (mojcucTeMa) 3alUThl IEPCOHATBHBIX JAHHBIX
COB — cuctema oOHapyXeHHs BTOP>KESHUN

TKYU — Texnuueckue KaHalibl yTeuKd HHGOpMaIU

TC — TexHu4deckue cpencTaa

VYBIIJIH — yrpo3bl 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX

AUWb — aqmuHKCTpaTop MHPOPMAITMOHHOM 0€30MaCHOCTH

11



BBEAEHUE

Hacrosmass  Konuenuust — vHbOpMaluOHHON 0€30MmacHOCTH NCIIH,
UCIIOIb3yeMasi B MYHUIIMIIAILBHOM OIO/KETHOM 00111€00pa30BaTeIbHOM YUPEK/Ie-
HUHW HavaJlbHO# 00IIeo0pa3oBaTenbHOM 1koie Ne7 r. AMypcka (manee - OY), sB-
nsieTcst oUIMAIBHBIM JOKYMEHTOM, B KOTOPOM OIpejiesieHa CUCTeMa B3IJISI0OB Ha
obecnieuenue nHpopmamronHot 6ezonacuoctu OY.

Hacrosmas Konnenuusi ornpesensieT OCHOBHBIC €M W 3aJlaud, a TaKKe
OOIIlyI0 CTpaTeruto MOCTPOCHUS CHUCTEMbI 3alUTHI MEPCOHANBHBIX NaHHBIX (C3
[11n) OY. Konuenuus onpesnensier OCHOBHbIE TpeOOBaHUS U 0a30BbI€ MOIXOAbI K
UX peanu3aiuu s JTOCTHXKEHUS TpeOyeMoro ypoBHs Oe3omacHocTu uHpOpMa-
UH.

Konnenius paspaboraHa B COOTBETCTBUU ¢ CUCTEMHBIM IMOJIX0J0M K o0ec-
nedeHuto uHGoOpMaIMOHHON Oe3ormacHoCTH. CHUCTEMHBIM TOAXOJ TpeAroJiaraet
IPOBEJCHUE KOMILUIEKCAa MEPONPHATHH, BKIIOYAIOIIUX HCCIEIOBAHUE YIPO3 HH-
dbopmaImoHHON 6€30MacHOCTH U pa3paboTKy cucteMbl 3amuThl [1/1H, ¢ mo3umuu
KOMILUIEKCHOTO TPUMEHEHHS TEXHUYECKUX W OpPraHMU3aIMOHHBIX MEp U CPEJICTB
3aIIHTHI.

ITon mHbOpManmonHol Oe3onacHocThio [IJI[H MOHMMAaeETCs 3aIUIEHHOCTh
NEPCOHAIBHBIX JTAHHBIX U 00pabaThIiBaronie UX HHPPACTPYKTYPHI OT JIFOOBIX CITy-
YalHBIX WU 3JI0HAMEPECHHBIX BO3JICUCTBUMN, PE3YILTATOM KOTOPBIX MOXKET SBUTh-
csl HaHeceHue yiepoa camoil nHpopManuu, ee Brnaaenbiam (cyorekram [1JIH) nmu
uHppacTpykType. 3amaun HHOOPMAITMOHHONW 0€30MaCHOCTH CBOJSATCS K MUHUMH-
3aruu yiep0a oT BO3MOXKHOM peanm3anuu yrpo3 6e3omacHoctd [1JIH, a Takxke K
MPOTHO3UPOBAHUIO U MIPEIOTBPALLICHUIO TAKUX BO3CUCTBUM.

Konnenmus cmy>XuT OCHOBOW 1Jisi pa3pabOTKH KOMIUIEKCAa OpPraHW3aIlHOH-
HBIX ¥ TEXHHYECKUX Mep 1o obecrieueHnio nHpopManuonHon 6e3onmacHoctu OV,
a TaK’kKe HOPMATUBHBIX U METOJMYECKUX JIOKYMEHTOB, 00€CIIEUMBAIONINX €€ pea-
JU3alA0, ¥ HEe TIPEAToIaraeT MmoAMEHbI PYHKITUH TOCYAapCTBEHHBIX OPTaHOB Bila-
ctu Poccuiickoit deneparum, oTBedaromux 3a obOecreuyeHne O0e30MacHOCTH HH-

(GhopMalMOHHBIX TEXHOJIOTUN U 3alIUTy UH(OPMALIUH.
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KoHuennus ABnseTcs METOI0JIOTMYECKOW OCHOBOM JUISL:

- hoopMUpOBaHUS U MPOBEACHUS €AUHOMN MOJUTUKU B 00JACTU 00eCTIeUeHUS
oe3onacuoctu I11n 8 UCII[IH OY;

- IPUHSATHUS YIPABJICHUYECKUX PEIICHUN U pa3pabOTKu MPAKTUYECKUX MEP IO
BOIUIOUIEHUIO MOJUTHKU Oe3omacHocTH [IJIH W BbIpaOOTKH KOMIUIEKCA COTIaco-
BaHHBIX MEP HOPMATHBHO-NPABOBOTO, TEXHOJOTUYECKOTO M OpraHU3allMOHHO-
TEXHUYECKOT0 XapaKTepa, HAlpaBJIECHHBIX HA BBISIBJICHUE, OTPAXKCHUE U JIMKBUA-
MO TTOCJIEACTBUM peai3alny pa3IndHbIX BUA0B yrpo3 [1/1H;

- KOOPJIMHAIIMY JEATEIbHOCTU CTPYKTYPHBIX ToapaszaeneHuit OY mpu mpo-
BeJIeHUU paboT no pa3BuTHio U 3kcruryatauun UCIIH ¢ cobmonenueM TpeGoBa-
Hul obecnieuenus 6e3omacHocTH [1]1H;

- pa3palbOTKU MPEIJIOKEHUH 10 COBEPIICHCTBOBAHUIO IPABOBOr0, HOpMa-
TUBHOT'O, METOJIMYECKOT0, TEXHUYECKOTO M OPraHU3allMOHHOr0 o0ecreyeHus: 6e3-
onacHoctu [1Tn B UCIT[n OV.

O6nactp npumeHenus: KoHuenuuu pacnpocTpaHsieTcsi Ha BCe CTPYKTYpPHBIE
noapaszaeneHuss OV, 3KCIUTyaTHpPYIOIIHE TEXHUYECKHE U MPOrPAMMHBIE CPEICTBa
NCIIIH, B KOTOPBIX OCYIIECTBISETCS aBTOMaTH3WpoBaHHas oOpaborka [1J[H, a
TakKe Ha TMOJAPA3/ENICHHUs, OCYIIECTBISIONINE COMPOBOXKICHUE, O0CITYKUBAHUE U
oOecrieueHue HopMaabHOrO QpyHKIMoHUpoBanusi UCII/IH.

ITpaBoBoii 6a3oit miis pazpabotku HacTosmed Konnenuu cioyxar tpeboBa-
HUS JelcTByronmx B Poccru 3aKOHOMATENBHBIX U HOPMATUBHBIX IOKYMEHTOB IO

oOecrieueHnto 6€30MacHOCTH MepcoHaNbHBIX AJaHHBIX ([1J{H).
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1. O01IMe mMoJI0KEeHU A

Hacrosimas KoHuenuusa omnpenenseT OCHOBHBIE LIENM WM 3aaud, a TaKkKe
OOIIlyI0 CTpaTerut0 MOCTPOCHHS CHUCTEMBI 3alllUThl MEPCOHAIBHBIX JTAaHHBIX
(C3I14n) OV, B cootrBercTBUM ¢ Ilepeunem VCII/In OY. Konuenuus onpeaenser
OCHOBHBIE TpeOOBaHMsS U 0A30BBIC MOIXOJBl K UX peaU3alNu, JJs JOCTHKCHUS
TpeObyeMoro ypoBHs 6€301aCHOCTH WH(pOpMAITUH.

C3I1n mnpexactaBisieT cOOOW COBOKYNMHOCTh OpPraHU3allMOHHBIX U TEX-
HUYECKUX MEPONpUSATUM A1 3auThl [IJ[H OT HEempaBOMEpPHOro WK CIIYy4alHOTO
JIOCTYNa K HUM, YHUUTOXXCHUS, U3MEHEHUs, OJIOKUPOBAHUS, KOMUPOBAHUs, pac-
npoctpanenus [1/1H, a Takke UHBIX HEMMPABOMEPHBIX JEUCTBUN C HUMHU.

be3onacHOCTh NEPCOHANIBHBIX JAHHBIX IOCTUTAETCA MyTEM MCKIIOUECHUS He-
CaHKIIMOHUPOBAHHOTO, B TOM YMCJIE CIYy4alHOTro, JOCTyNa K MEPCOHAIbHBIM JaH-
HBIM, PE3YyJbTaTOM KOTOPOTO MOJKET CTaTh YHUUTOXEHUE, U3MEHEHUE, OJIOKUPO-
BaHHE, KONMPOBAHUE, PACIPOCTPAHEHUE IMEPCOHAIBHBIX JAHHBIX, a TAKXKE HWHBIX
HECAaHKIIMOHUPOBAHHBIX AEHCTBUM.

CtpykTypa, coctaB 1 ocHOBHBIe (pyHKIuu C3I1/IH onpenenstorcs ucxons us
kiacca MCIIIn. C3II[IH BKJIHOYAE€T OpraHU3allMOHHBIE MEPbl U TEXHUYECKUE
cpeacTBa 3anuThl HHPopMamuu (B TOM yucie mudpoBaibHbIC (KpUNITOrpadude-
CKHE) CpEICTBA, CPEACTBAa IPEAOTBPAILICHUS HECAHKIMOHWPOBAHHOIO JOCTYIA,
yTeukd WHGOPMAIMHU M0 TEXHUYECKUM KaHajaam, MPOrpaMMHO-TEXHUYECKUX BO3-
JIEHUCTBUY Ha TeXHHUYECKHe cpeactBa obpadotku [1/[H), a Takke MCHOIb3yeMbIe B
nH(OPMAITMOHHON cucTeMe HH(DOPMAITMOHHBIE TEXHOJIOTUH.

OTU Mepbl IPU3BaHbI 00ECTICUHTh:

- KOH(pUAEHIHAIBHOCTH HHPOPMAIIUK (3aIIUTa OT HECAHKIITMOHUPOBAHHO-
ro O3HAKOMJICHHS);

- HeJOCTHOCTh WH(pOopMauu (aKTyalbHOCTh W HETMPOTHBOPEYMBOCTH HWH-
dbopmanmu, ee 3aNIUIIEHHOCTh OT Pa3pyHICHUS U HECAHKIMOHHUPOBAHHOTO U3MeE-
HEHUS);

- IOCTYNHOCTh HHPOpMAIMU (BO3MOXKHOCTh 3a MPUEMIIEMOE BpEMSs MOJY-

YUTh TPeOyeMyt0 HHOOPMALIMOHHYIO YCIIYTY).
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Craauu co3ganus C3I1/IH BKIIIO4aOT:

- IPEINPOEKTHAsT CTaJaus, BKIIOYAIOIIAs MPEANPOEKTHOE O00CIe10BaHue
NCIIH, pa3paboTKy TEXHUYECKOTO (4aCTHOIO TEXHUYECKOr0) 3aJaHusl Ha €€ Co-
3/1aHUE;

- CTaausl MPOeKTUpoBaHUs (pa3paboTku npoektoB) u peanuzaruu UCII/IH,
BKuTtovatomas pazpaborky C3I11u B coctape UCII/IH;

- ctaaus BBoja B aeiictBue C3I1/IH, BKIIOUAIOIas ONBITHYIO SKCIUTYyaTaINIo
U TIPUEMO-CIATOYHBIC UCTIBITAHUS CPEJICTB 3aIUThl UHPOPMAIUH, a TAK)KE OLICHKY
cootBetcTBUs UCIIJIH TpeOoBanusM 6e30macHOCTH HH(OPMAIIUH.

OpraHu3zaliiOHHBIE MEpbl MPEAYCMATPUBAIOT CO3JaHUE U TMOJJCpKaHUE
npaBoBoi 6a3bl 6e3onacHocTy [1/]H u pa3paboTky (BBejeHUE B JACHCTBHE) TIPEIy-
cmoTpeHHbIX [Tonutukoit napopmammonHoit 6e3omacHoct UCII/IH crnemyromux
OpraHu3aIlMOHHO-PACTIOPIAUTEIBHBIX JOKYMEHTOB:

- [Iman meponpusTuii nmo obecnedenuto 3amuthl [IJIH npu nx o6padoTke B
NCIIdH;

- [lopsimok pe3epBupoBaHMsl U BOCCTaHOBiIEHUs! paboTtocrnocoOHoctu TC u
I1O, 6a3 gannsix u C3U,

- JlomxHoctHas uHCcTpyKuusa aamunuctparopa UCII[In B wactu obecrieye-
Hus 6e3omacHocTH [1JIH pu nx o6padotke B UCIIH;

- Jlo;mskHOCTHAS MHCTPYKIMS aaMuHUCcTpaTtopa 6e3omacnoctu UCTI/IH;

- JlomxHocTHas uHCTpyKuus nonb3oBatenss UCII[Ia B wactu obecrnieuenus
6e3onacHoctu [1/1n mpu ux obpadotke B UCII/1H;

- MHCTpYyKIHKS MOJB30BATENS HA CIIy4yaid BOSHUKHOBEHUS BHEIUITATHOW CUTY-
anuu,;

TexHnueckne Mepbl 3alIUThl PEATU3YIOTCS MPU MOMOIIN COOTBETCTBYIOIIMX
MPOTPAMMHO-TEXHUYECKUX CPEACTB U METOJIOB 3aILIUTHI.

[lepedyenp HEOOXOMUMBIX MEp 3aIIUTHl HHPOPMAIIMHA OMPEACISETCS MO pe-

3yabTaTaMm BHyTpeHHel npoBepku 0e3onacHoctu UCIIIn OY.
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2. 3aa4M CHCTEeMBbI 3aIUTHI MePCOHATBHBIX AaHHBIX (C3I1/1n)

OcnoBnoil nenbto C3I1/IH sBisieTcss MUHUMHU3ALUS yiiepOa OT BO3MOKHOM
peanuzanuu yrpo3 6ezonacHoctu [1J[H.

Jns mocTmkeHus OCHOBHOM Ienu cucTtema OezomacHocTtu I1/lm MCIIdH
J0JKHA oOecrieunBaTh 3G (PEKTUBHOE PEIICHHE CICAYIOIINUX 3a/1a4:

- 3alIUTy OT BMelIaTenbcTBa B mponecc ¢pyHkunonupoanuss MCII[AH mo-
CTOPOHHHUX JHIl (BO3MOXKHOCTHh HCIONb30BaHuss AC U JOCTYIl K €€ pecypcam
JOJKHBI UMETh TOJIBKO 3aPETrUCTPUPOBAHHBIC YCTAHOBJICHHBIM MOPSAKOM IOJb30-
BaTeNN);

- pa3rpaHryYe€HuE AOCTYNa 3apEerUCTPUPOBAHHBIX MOJIB30BATENEH K anmapar-
HBIM, TIpOrpaMMHBIM U HH(popMarmoHHbIM pecypcam WMCIITIH (BO3MOXHOCTH J0-
CTyIa TOJBKO K TEM PEeCypcaM U BBINOJHEHUS TOJbKO TE€X ONEpaluil ¢ HUMH, KO-
TOpbIe HEOOXOIUMBI KOHKPETHBIM mmoJib3oBaresisM MCIIJIH nis BBITTOTHEHUS CBO-
UX CIIY>KEOHBIX 00s3aHHOCTEW), TO €CTh 3aIIUTY OT HECAaHKIIMOHWPOBAHHOTO J10-
cTyma:

a) k uaopmaruu, nupkyaupyromiei B UCI1/IH;,

0) x cpeactBam BerunciautenbHor Texuuku UCIH;

B) K alllapaTHbIM, IPOTPAMMHBIM U KPUNTOTPAPUIECKUM CPEICTBAM
3anuThl, ucnojb3dyeMbiM B UCTI/IH;

- PETUCTPALAIO0 JECHUCTBUM TOJB30BATEICH IPU MCIOJb30BAHUU 3allMIIac-
MbIX pecypcoB UCIT/IH B CUCTEMHBIX KypHAJIaX U NEPUOJUYECKUN KOHTPOJIb KOP-
PEKTHOCTH JAEUCTBUU NOJIB30BATENIEH CUCTEMBI IIYTEM aHAIU3a COACPKUMOI0 ITUX
KYpPHAJIOB;

- KOHTPOJIb IIEJIOCTHOCTH (00ecreueHne Hen3MEHHOCTH) CPE/Ibl MCTIOTHECHHUS
MPOTPAMM H €€ BOCCTAHOBJICHHE B CIIy4ae HAPYLICHUS;

- 3aIIUTy OT HECAHKIIMOHUPOBAHHOW MOAM(UKAIIMN ¥ KOHTPOJIb IEJIOCTHO-
ctu ucnonbzyembix B UCIIJIH nporpaMMHBIX CPENICTB, a TaK¥Ke 3alIUTy CUCTEMBbI
OT BHEJIPEHUSI HECAHKIIMOHUPOBAHHBIX ITPOrPaMM;

- 3amuty [IJ[H OT yTeuku Mo TEeXHHUYECKUM KaHajaM Ipu ee oOpaboTke,

XpaHCHHH U IICPCAAUC 110 KaHaJlaM CBA3H,
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- 3amuty [1/IH, Xxpanumoit, o6pabaTeiBacMO U MeperaBaeMoi Mo KaHajgam
CBSI3H, OT HECAHKIIMOHUPOBAHHOTO PA3TJIANICHUS WA UCKAKCHIS;

- o0ecreyeHne KUBYYECTH KPUNTOrpadUueCKuX CPEACTB 3alIUThl HH(OP-
MaIiy MPU KOMIIPOMETAIIMHA YaCTH KIIOYEBON CUCTEMBI,

- CBOCBPEMCHHOE BBISIBIICHHE MCTOYHUKOB yrpo3 OeszomacHoctw I1JH, mpu-
YUH U YCJIOBUHM, CIIOCOOCTBYIOIIMX HaHeceHUIo yiiepOa cyobektam I1/1H, co3na-
HUE MEXaHW3Ma OINEPAaTUBHOTO pearnpoBaHUs Ha yrposbl Oe3omacHoctu [1/[H m
HETaTUBHBIC TCHICHIINN;

- CO3/IaHKE YCIIOBUH JIJI1 MUHHUMH3AIUH ¥ JIOKAIH3aIMd HAHOCUMOTO YIIep-
0a HEeNmpaBOMEPHBIMHU JICUCTBUSIMHU (PU3NUYCCKUX M IOPUAUYCCKUX JIMII, OCJIa0ICHHUE
HETaTHUBHOTO BJUSHUSA M JIMKBHJALWS TOCJICJICTBUNA HApYIICHHS O€30MacHOCTH

[T]1H.
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3. O0beKTHI 3alUTHI
3.1. Ilepeyenb uHGPOPMALMOHHBIX CHCTEM
B OV npousBoautcs o0paboTKa MepCOHANBHBIX JTaHHBIX C MOMOIIbIO UCIOJIb3Ye-
Mbix B OY UCII/H.
Ilepeuens UCII/IH onpenensercs Ha ocHOBaHMM OTyeTra Mo pe3yJbTaram

BHYTpEHHEH npoBepku (pa3padarbiBaeTcss UHAUBUAYaAIbHO 11t OY).

3.2. IlepeyeHb 00HEKTOB 3aAIIUTHI

OObexTamMu 3alIUTHI sBiIsieTcs: HHpopManusi, oopadarsiBaemast B UCII/H, u
TEXHUYECKUE CPEACTBA €¢ 00padOTKHU M 3amuThl. [lepcoHanbHbIE TaHHBIC, MOJJIe-
Kalue 3ammTe, onpenencHsl B [lepedHe MepcoOHANBHBIX JTaHHBIX, TOIICKAIIIX
zamurte B UCII/IH.

OOBEKTHI 3aIIUTHI BKIIOYAIOT CISAYIONIHE KOMITOHEHTHI

1) OGpabaTeiBacMast HH(MOPMAILIHSI.

2) Texunomornueckas nHGOpMAaIIus.

3) [IporpaMMHO-TEXHHUYECKHE CPEICTBA 00PAOOTKH.

4) Cpencta 3amuthl [1/1H.

5) Kanainsl nH)OPMAMOHHOTO 00MEHA U TeJICKOMMYHHUKAIIHH.

6) OOBEKTHI U MOMEIICHHS, B KOTOPBIX pa3MenieHbl koMmoneHTsl UCTI/IH.

18



4. Kanaccudukanus nojan3oareieit UCIIAn

[Tonw3oBatenem UCII/IH sBisieTcst auo, ydacTBytoiee B G yHKIIMOHUPOBA-
HUU UHPOPMAITMOHHON CUCTEMBI NIEPCOHATBHBIX JAHHBIX WJIM MCIOJIb3YIOIIEE pe-
3yabTaThl ee pyHkimonupoBanus. B OV nons3oarenem UCII/IH aBusieTcs mo0oi
corpynauk OV, umeromuii nocryn k UCII[In u ee pecypcam B COOTBETCTBUHU C
YCTaHOBJICHHBIM MOPSIIKOM, B COOTBETCTBUU C €T0 (PYHKIIMOHAIBHBIMU O0sI3aHHO-
CTSIMH.

[Tonw3oBarenu UCITIH B OV nenstcs Ha TpU OCHOBHBIE KATETOPUU:

1) Anmunuctparop UCII[IH. Cotpyanuku OV, KOTOpbIE 3aHUMAIOTCS
HACTPOMKOM, BHEIPEHUEM U CONPOBOXKIeHHEeM cucteMbl. Anqmuauctpatop UCIT/Ix
o0nafaeT ciaeayoluM YPOBHEM IOCTyMA:

- obnmajmaer mojaHOM WMHQOpMaruerd O CUCTEMHOM WM TPHUKIATHOM IPO-
rpammHoM obecrnieuennu UCTIH;

- o0naaet noaHoM MHGOpPMAaIIME O TEXHUYECKUX CPEeICTBaX U KOH(pUTY-
pauuu UCII/H;

- UIMEET JIOCTYN KO BCEM TEXHUYECKUM CpeCTBaM 00paboTku mH(pOpMa-
uu ¥ gadabiM UCI/IH;

- o0namaer mpaBaMu KOHPUTYPUPOBAHUSA U aJIMUHUCTPATUBHON HACTPOM-
k1 TexHuueckux cpeacts UCII/IH.

2) Iporpammuct-paspadorunk UCIIn. Cotpyauuku OY wWin CTOPOHHHX
OpraHu3anui, KOTOpbIE 3aHUMAIOTCA Pa3pabOTKON MPOrpaMMHOTO OOecreyYeHus.
Pazpabotunk UCII/In obnagaeT ciemyronum ypoBHEM JOCTyIA!

- obnamaer uHdopmaleit 06 anrropuTMax U mporpammax 00pabOTKU WH-
dopmarun Ha UCII/H;
- o0amaeTr BO3MOXHOCTSIMH BHECEHHUS OIMOOK, HEACKIapUPOBAHHBIX

BO3MOKHOCTEM, MPOrPaMMHBIX 3aKJaJ0K, BPEIOHOCHBIX MPOrpaMMm B MpO-

rpammHoe obOecnieuenne MCIIJIH Ha cranum ee pa3pabOTKH, BHEAPEHUS U

COIIPOBOXKICHHUS;
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- MOKET pacroJiaraTh JI0ObIMU (parMeHTaMHu UH(OPMAIMK O TONOJOTUU
NCIIIH 1 TexHudeckux cpeacTBax oopadoTku u 3auuThl [1/1H, oOpadaTsi-
BaeMbIix B UCIT/IH.

3) Omneparop UCIIqn. Cotpynuuku noapazaeincHuii OY, y4acTBYIONUX B
nporecce skcryatanuu WCIIIu. Onepatop MHCII[IH o6namaeT ciaeayronmm
YPOBHEM J0CTYyIIA:

- o0najaer BceMH HEOOXOJUMBIMHU aTpuOyTamMu (HampuMmep, HaposieMm),
o0ecreynBaroMMU JOCTYIT K HEKOTOPOMY NoAMHOXeCTBY [1J1H;

- pacrionaraeT KOH(QUIECHIUATbHBIMU JAHHBIMH, K KOTOPBIM HMEET [0-
CTYII.

Kareropun mnonb3oBareneld HOMKHBI OBITh OmpesaeneHbl At kaxmaon MC-
[11x. JJomkHO OBITH YTOYHEHO pa3liefieHue COTPYAHUKOB BHYTPU KaTeropHil, B
COOTBETCTBHMHM C THIAMH MOJb30BarelneH, onpeaeneHubiMu B [lonmutuke nudopma-
IIUOHHOW 0€30MaCHOCTH.

Bce BbIsSIBIEHHBIE TpyNIbl MOJb30BaTENEH OTpaxarTcs B Oruere mo pe-
3yJpTaTaM BHYTpeHHeH npoBepku. Ha ocHoBanum Otuera onpenesnstoTcs mpasa
noctyna k anemeHTam MCII/IH nmg Bcex rpynn mosib30BaTesied U OTpakaroTcs B

Martpuue gocrtyma nonas3oBarenen k [1/1H.
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5. OCHOBHbIE NPHHUHUNBI TOCTPOEHHUS] CHCTEMBI KOMILIEKCHOM
3alMThl HHGOpMAINH

[TocTpoenue cucremsl obecnieuenus: 6e3omnacHoct [1/n B UCII[In OV u ee
(YHKITMOHUPOBAHKE JODKHBI OCYIIECTBIATHCS B COOTBETCTBHH CO CJICTYIONUMU

OCHOBHBLIMH IIPpUHOHIIAMHA

3aKOHHOCTB;

- CUCTEMHOCTb;

- KOMIUIEKCHOCTB;

- HEMIPEPHIBHOCTH;

- CBOEBPEMEHHOCTb;

- IPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;
- IEpCOHAJIbHAsI OTBETCTBEHHOCT;

- MUHUMM3AIIHS TTIOJITHOMOYH;

- B3aUMOJICIICTBHE U COTPYAHUYECTBO;

- THOKOCTh CUCTEMBI 3aIUTHI;

- OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aILNTHL;

- IPOCTOTA IPUMEHEHUS CPEACTB 3aIIUTHI;

- Hay4yHasi 000CHOBAaHHOCTh M TEXHUYECKAsl PEaTH3yeMOCTb;
- ceraIn3aIus u npodheccuoHaIn3M;

- 00513aTeTLHOCTh KOHTPOJIS.

5.1. 3akoHHOCTH

[Ipenmonaraer OCYIIECTBICHHE 3alUTHBIX MEPONPUATHNA U pa3pabOTKy
C3I1Ju OY B COOTBETCTBUU C JEHUCTBYIOLIMM 3aKOHOAATEIbCTBOM B 00JIACTH 3a-
Tl [IJ[H ¥ npyrux HOpPMATHBHBIX aKTOB MO 0Oe€30MacHOCTH WH(OpMaIuwy,
YTBEPKJICHHBIX OpraHaMH TOCYJapCTBEHHOM BIACTH M YIPABICHUS B MPEEIax UX
KOMIIETEHI[UH.

[Tonws3oBatenu u obcnyxuBaromuii nepconan [1{n B UCITIn OY nomkHb
OBITh OCBEJOMJICHBI O MOPSAJIKE pabOTHI ¢ 3aiuilaeMor nHpopmanuet 1 06 OTBET-

CTBEHHOCTH 3a HapymeHue 3amuTel [1/]H.
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5.2. CucreMHOCTH

Cucremnsiii noaxon k nocrpoenuto C3IIIn OV mpennonaraer y4eT Bcex
B3aMMOCBSI3aHHBIX, B3aUMOJICHCTBYIONTUX W U3MEHSIONMNXCS BO BPEMECHH dJIEMEH-
TOB, YCJIOBHIA M (DaKTOPOB, CYIIECTBEHHO 3HAYMMBIX JIJISI TIOHUMAHUS M PEIICHUS
npobsiembl obecnieuenus 6e3onacuoctu [11n B UCIT[In OV .

[Ipy co3maHWM CUCTEMBI 3alIUTHI JOJDKHBI YYHTHIBATBCS BCE CiaOble |
HauOoJsiee ys3BUMBbIE MecTa cuctembl oOpaboTku IIJ[H, a Takxke xapakrep, BO3-
MOJKHBIE OOBEKTBHI W HAIMpPABJICHUS aTaK Ha CUCTEMY CO CTOPOHBI HapyIIUTEICH
(0cOOCHHO BBICOKOKBATU(UIIMPOBAHHBIX 3JIOYMBIIIUICHHUKOB), TTyTH TPOHUKHOBE-
HUs B pacnpeaeneHubie cucteMbl 1 HCJI k mabopmanmu. Cructema 3aiuThl J0JK-
Ha CTPOMTHCH C YYETOM HE TOJBKO BCEX HM3BECTHBIX KaHAJIOB MPOHWKHOBCHHS M
HCJI x uHpOpMaIuy, HO U C yYETOM BO3MOXKHOCTH IOSBIICHUS TPHHIIMITHAIBHO

HOBBIX ITyTeH peain3auuu yrpo3 0€30nacHOCTH.

5.3. KoMILIEKCHOCTH

KomrutekcHOe MCTIOh30BaHUE METOJOB M CPENCTB 3alIUTH MPEIoiaraet
COTJIaCOBAaHHOE NMPUMEHEHHE Pa3HOPOIHBIX CPENCTB MPH MOCTPOCHUHU IEIOCTHOM
CUCTEMBI 3aIllUTHhI, IEPEKPBIBAIOIEH BCE CYIIECTBEHHBIC (3HAUMMBbIE) KaHAJbI pea-
JU3aIUN YTPO3 U HE COJEPIKaIICH CIa0bIX MECT Ha CTHIKaX OT/AEIBHBIX €€ KOMIIO-
HCHTOB.

3amura J0HKHA CTPOUTHCS AIISIOHUPOBAHO. JIJIsi KaXKI0TO KaHajla yTeUuKd
UHPOPMAIMK U JUIS Ka)XJIOH yrpo3bl O€30MacHOCTH JOJDKHO CYIIECTBOBATH He-
CKOJIBKO 3aIUTHBIX pyOexeit. Co3maHue 3alUTHBIX PyOeKeil OCYIIECTBISETCS C
Y4€TOM TOTO, YTOOBI JJISi UX MPEOOJCHUS MOTECHIIUATHLHOMY 3JI0YMBIIUICHHUKY
TpeOOBaIUCh MPOPECCUOHAIBHBIE HABBIKM B HECKOJIBKUX HEB3aUMOCBSI3aHHBIX 00-
JaCTSIX.

Bremnss 3ammuTa qomkHa o0ecredynBaThes PU3NIECKUMH CPECTBAMU, Op-
raHN3alMOHHBIMHA U TIPaBOBBIMU Mepamu. OIHUM U3 Hanbojee YKpEeIrIeHHBIX PY-
Oexeil mpu3BaHbl OBITH CPEICTBA KPUNITOTpahuecKOr 3alIuThl, peaTu30BaHHbIE C

ucnonbs3oBanueM texHosorud VPN. [lpukinanHoli ypoBeHb 3alllUTHI, YYUTHIBAIO-
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Ui 0COOCHHOCTH MPEIMETHON 00JacTH, MPEACTABISIET BHYTPEHHUM pyOex 3a-

IIIATHI.

5.4. HenpepsbiBHOCTB 3amuThl [1{H

3ammra [1/IH — He pa3oBoe MEPONPUATHE U HE MPOCTast COBOKYITHOCTH IPO-
BEJICHHBIX MEPOTNPUITUNA U YCTAHOBICHHBIX CPEACTB 3AIIUThI, & HENPEPHIBHBIN Lie-
JICHAIIPABJICHHBIA MPOLECC, MPEAIONATAIONIUNA TPUHATHE COOTBETCTBYIOLIUX MEP
Ha BceX ATanax xxu3zHeHHoro nukiaa MCII/H.

NCIIIH 1omKHBI HAXOAUTHCA B 3alIMIIEHHOM COCTOSIHUM HA MPOTSKEHUU
BCEr0 BpEeMEHHM WX (PYHKIMOHUpPOBaHMSI. B COOTBETCTBHUM C 3THUM MNPUHIMIIOM
JOJKHBI IPUHUMATBCS. MEPHI 110 HegonyiieHuto nepexoaa UCII/x B He3amumieH-
HOE COCTOSIHUE.

BonbmuHCTBY (DU3WYECKMX M TEXHUUYECKUX CPEACTB 3amuThl s dPdek-
TUBHOTO BBITIOJIHEHHSI CBOMX (PYyHKIIMI HE0OXOJMMa MOCTOSIHHAS TEXHHYECKas U
opraHu3anydoHHas (aJMUHUCTpPATHUBHAs) MOJJEpPKKa (CBOEBPEMEHHAas CMEHa H
oOecrieueHUEe TPABWIBHOIO XpAaHEHUS W MPUMEHEHUsS HUMEH, IMapolied, KiIoue
muQpoBaHus, MepeonpeaesaeHue mnoaHomMound u T.1.). IlepepbiBel B pabote
CPEIICTB 3aIllUThl MOTYT OBITh MCIOJB30BAaHbI 3JIOYMBIIUICHHUKAMU JJI aHalu3a
IIPUMEHSEMBIX METOAOB M CPEICTB 3AIUUTHI, JJIsl BHEAPEHUS CHEHUAIBHBIX IIPO-
rpaMMHBIX W allapaTHbIX "3akiIagoK" W APYTrUX CPEACTB MPEOJOJCHUS CUCTEMBI

3aIUTHI MOCJIE BOCCTAHOBIICHUS €€ (DYHKIIMOHUPOBAHUS.

5.5. CBoOeBpeMEHHOCThH

[Ipenmonaraer ympexxmaromuii XapakTep Mep oOecredeHus 0e30MacHOCTH
I1/IH, TO ecTh MOCTAHOBKY 3aj1a4 no komruiekcHo# 3amure NCII/H u peanuzanuto
Mep obecnieyenus 6e3omacHoctu [1JIn Ha panHux cragusx paspadorku UCIIIx B
IEJIOM U €€ CHUCTEMBI 3alUThl UH(POpPMAIUU B YACTHOCTH.

Pa3zpaboTka cucTeMbl 3aIIUTHI JOJKHA BECTUCH MAapaIETLHO ¢ pa3pabOTKOM
¥ Pa3BUTHEM CaMOMW 3allHUIAeMON CUCTEMBI. DTO TMO3BOJHUT y4eCTh TPeOOBaHUS
0€30MacHOCTU TIPU MPOCKTUPOBAHUM APXUTEKTYPHl U, B KOHEUHOM CYETE, CO37aTh
oosiee 3¢ (exTUBHBIC (KaK IO 3aTpaTaM pecypcoB, TaK U MO CTOMKOCTH) 3alIUIICH-

HBIC CUCTCMBI.
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5.6. IIpeeMCTBEHHOCTH H COBEpPIICHCTBOBAHUE

[IpeanonararoT MOCTOSSHHOE COBEPIICHCTBOBAHWE MEP U CPEICTB 3AILMTHI
uH(pOpMaIMM Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3alMOHHBIX M TEXHUYECKUX
pELIeHM, KaApoBOro cocrasa, aHanu3a pynkuuonupoBanus UCIIH u ee cucre-
MBI 3aIlUTHl C YYETOM M3MEHEHUU B METOJaxX M CpPeJCTBAaX NepexBaTa MH(popma-
1IMY, HOPMATUBHBIX TPeOOBaHUI IO 3aIIMTE, JOCTUTHYTOIO OTEUYECTBEHHOIO U 3a-

pyOEKHOI0 OTbITa B 3TOM 00JIACTH.

5.7. IlepcoHanbHAasi OTBETCTBEHHOCTH

[Ipennonaraer BO370K€HHE OTBETCTBEHHOCTH 3a oOecriedeHue Oe30IacHOo-
ctu [1JIH u cuctembl ux 06pabOTKM Ha KaXKJIOTO COTPYAHUKA B MpeIesiax ero moJi-
HOMOYMH. B COOTBETCTBUU C ATUM NMPHUHIIMIIOM paclpeseseHrue mpaB U 00s3aHHO-
CTe#l COTPYJTHUKOB CTPOUTCSI TAKUM 00pa3oM, 4TOOBI B CiTydae JIF0OOro HapyIIeHUS

KpyI' BAHOBHHUKOB OBILJ1 YETKO M3BECTEH HIIU CBCIACH K MUHUMYMY.

5.8. TIpuHUOMI MUHUMHU3AUUH MOJTHOMOY Ui

O3HavaeT npeaoCTaBICHUE MMOIb30BATENSIM MUHUMAIIBHBIX NIPaB JIOCTyNa B
COOTBETCTBHH C MPOU3BOJCTBEHHON HEOOXOAMMOCTBIO, HA OCHOBE MPUHITUIIA «BCE,
YTO HE Pa3pelICHO, 3alPEIICHO.

Hoctym kx [1/IH momkeH mpeaocTaBiIsaThCA TOJIBKO B TOM ciydae M o0beMe,
€CJIM 3TO HEOOXOAMMO COTPYIHUKY JJIsi BBIMOJTHEHHUS €ro JOKHOCTHBIX OOs3aH-

HOCTEM.

5.9. B3aumopeiicTBHE M COTPYIHUYECTBO

[Ipenanonaraer co3manue OIaronpusATHOW aTMoc(epsl B KOUICKTUBAX IT0I-
pasnenennii, obecrneunBaronux GyHnkimonupoBanue UCIIIa OV, nns cHmKeHUs
BEPOSTHOCTH BO3HMKHOBEHMSI HETAaTHUBHBIX JEUCTBUM CBSI3aHHBIX C YEJIOBEUYECKUM
dakTopom.

B Takoit 00cTaHOBKE COTPYAHUKHU JOJKHBI OCO3HAHHO COOJII0IaTh YCTAHOB-
JICHHBIC TIpaBWJIa U OKa3bIBaTh COACHCTBHUE B JESITEILHOCTH MOAPA3ICICHUMN 3alllu-

ThI UH()OPMALIHUH.
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5.10. I'mOokocTb cucTeMbl 3a1uThI I H

[IpuHATHIE MEPBI U YCTAHOBIIEHHBIE CPEJCTBA 3aAIIUTHl, OCOOCHHO B Hayajb-
HBIM MEpUOJ UX 3KCIUTyaTalliy, MOTYT O0ecreynBaTh KaKk Ype3MEepHBIi, TaK U He-
JOCTaTOYHbIA ypOBEHb 3amuThl. {11 oOecrieueHnsi BO3MOKHOCTU BapbUPOBAaHHUS
YPOBHEM 3alIMIIEHHOCTH, CPEACTBA 3alIUThl JOJKHBI 00JIaJlaTh OMpeaeIeHHOM
ruOkocThio. OCOOEHHO Ba)KHBIM 3TO CBOWCTBO SIBJISIETCS B TEX CIy4asX, Koraa
YCTAaHOBKY CPEJCTB 3allUThl HEOOXOAMMO OCYILECTBIIATH Ha pabOTAIONIYIO CHCTE-

My, HE Hapylias mpoiiecca €€ HOpMaJIbHOTO (PYHKIITMOHUPOBAHUSI.

5.11. OTKpBHITOCTH AJITOPUTMOB U MEXAHNU3MOB 3aIIUTHI

CyTb NpUHIIMIIA OTKPHITOCTH AJITOPUTMOB U MEXaHU3MOB 3aIlIUTHl COCTOUT B
TOM, YTO 3aIlIUTa HE JIOJDKHA 00ECIEYUBATHLCS TOJIBKO 3a CUET CEKPETHOCTH CTPYK-
TYpPHOU OpraHW3allid U aJIfTOPUTMOB (PYHKIIMOHUPOBAHUS €€ IMOJCHUCTEeM. 3HAHUE
AJITOPUTMOB pabOThl CUCTEMBI 3aIIUTHI HE JOJDKHO JIaBaTh BO3MOXKHOCTH €€ Tpe-
ononenus (gaxe aBropam). OmgHAKO, 3TO HE O3HAYAET, 4TO MHGOPMAILUSI O KOH-

KpGTHOﬁ CHUCTCMC 3allIMTHI JOJIPKHA OBITH 06HICIIOCTy1'IHa.

5.12. TlpocToTa NpUMEeHEHUsI CPEACTB 3aIUThI

MexaHu3MBbI 3alIUThI TOTKHBI ObITh HHTYUTUBHO MOHSATHBI U TIPOCTHI B HUC-
noJib30BaHuH. [IpruMeHeHue Cpe/ICTB 3alMThI HE TIOJHKHO OBITh CBSI3aHO CO 3HAHHU-
€M CIICIUATbHBIX SI3BIKOB WJIU C BBITIOJIHCHUEM JICUCTBUMN, TPEOYIONTUX 3HAUUTE b-
HBIX JOTIOJIHUTEIIBHBIX TPYJI03aTpaT MpU OOBIYHON paboTe 3aperucTpupOBaHHBIX
YCTAHOBJICHHBIM TOPSJIKOM I0Jb30BaTeNICH, a TakKe HE JOJDKHO TpeOoBaTh OT
MOJIL30BaTENI BBIMOJIHEHUS PYTUHHBIX MAJIONOHATHBIX €My onepainuid (BBOJ He-
CKOJIBKUX MapoJieid 1 UMEH | T.1.).

JloJbKkHAa JTOCTUraThCsl aBTOMATH3AIMs MaKCUMAJIbHOTO YHCIa JACUCTBUM

nosb3oBarenien u anmuHuctTpatopo UCIIJIH.

5.13. HayuyHasi 000CHOBAHHOCTb U TeXHHYECKAs peajin3yeMoCcTh

Nudopmarimoraple TEXHOJIOTHH, TEXHUYECKHE M TPOTPaMMHBIE CPECTBa,
CpPeACTBAa U MEPHI 3alUThl MHPOPMAIIMU AOJKHBI ObITh peain30BaHbl HA COBpeE-

MCHHOM YPOBHC pa3BUTHUA HAYKH U TCXHHUKH, HAYIHO 000OCHOBAHBI C TOYKH 3pCHUA
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JOCTUKEHUS 3aIaHHOTO YPOBHs 0€30MacHOCTH MH(OPMALMU U JAOJKHBI COOTBET-

CTBOBAaTh YCTAHOBJIEHHBIM HOpMaM U TpeOoBaHUIM o GezonacHocTH [1/1H.
C3I11H nomxHa ObITH OPUEHTUPOBAHA HA PELICHUS, BO3MOXKHbBIE PUCKHU IS

KOTOPBIX U MEPBI TPOTUBOAEHCTBHS 3TUM PUCKAM IPOILIA BCECTOPOHHIOK TEOpE-

TAYECKYIO U TPAKTUUYECKYIO POBEPKY.

5.14. Cnenuaau3zauus u npogeccuoHaIN3M

[Ipennonaraer npuBiedeHUe K pa3pabOTKE CPEICTB U peaju3alud Mep 3a-
MUTBl WH)OpPMAIMKU CHEIUATU3UPOBAHHBIX OpraHu3alui, Hauboyee MOJArOoTOB-
JIEHHBIX K KOHKPETHOMY BHJY JACSATEILHOCTH MO oOOecreueHruro O0e30macHOCTH
[1/1H, UMEIOITUX OMBIT MPAKTUYECKON pabOThI U TOCYJaPCTBEHHYIO JUIICH3UIO Ha
IpaBO OKa3aHHWs yCIyr B 3ToW obnactu. Peanmzanusi aiMUHUCTPATUBHBIX MEP H
AKCILTyaTalus CPEACTB 3aIIMUTHI TOJKHA OCYHIECTBIATHCSA MPOodhecCuOHANbHO MO-

T'OTOBJICHHBIMH CIICHHUAJIMCTaMH OoVv.

5.15. O6s13aTeIBHOCTH KOHTPOJIA

[Ipennonaraer o0A3aTENIBLHOCTh U CBOEBPEMEHHOCTDh BBHISIBIICHUS U Mpeceye-
HUS TIOTMIBITOK HAapyIICHUS YCTAHOBIIEHHBIX MMpaBUJl oOecrieueHuss 0e30MacHOCTH
[1/lH Ha OCHOBE MCTOJB3YEMBIX CUCTEM U CPEJCTB 3alUThl HHPOPMAILIUU TIPH CO-
BEPIICHCTBOBAHUHU KPUTEPUEB U METOJIOB OLICHKU d(PHEKTUBHOCTH ITUX CUCTEM H
CPEACTB.

KoHTponbs 3a AesTenbHOCTHIO JIFOOOTO TMOJB30BATENs, KAXKIOTO CPEACTBA
3allUThl U B OTHOIICHUH JIIOOOTO OOBEKTA 3aIMTHI JIOJDKEH OCYIIECTBISTHCA Ha
OCHOBE MPUMEHEHUS CPEICTB ONEPATUBHOTO KOHTPOJS U PETUCTPAllUU U JTOJKEH
OXBaThIBaTh KaK HECAHKIIMOHUPOBAHHBIE, TaK U CAHKIUOHUPOBAHHBIC IEICTBUS

MOJIL30BATEIIEN.
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6. Mepbl, METOABI U CpeEaACTBa o0ecnevyeHus! TpeﬁyeMoro YPOBHs
3AIIUIIICHHOCTH

ObGecrieueHue TpeOyeMOro ypoBHS 3alllUIIEHHOCTH JOJKHO JOCTUTAThCS C
MCTIOJb30BaHUEM MeEp, METOJIOB U CpelcTB Oe3omacHoCTH. Bee Meprl oOecnieueHust
6ezonacnoctu UCIIIH moapa3aenstoTcs Ha:

- 3aKOHOJIaTeNIbHbIC (ITPABOBHIC);

MOPAJIbHO-OTHUYCCKHC,

OpraHMn3allMOHHBIC (aI[MI/IHI/ICTpaTI/IBHBIC);

duznueckue;

TEXHUUYECKHE (armapaTHble U MPOTPaMMHBIE).
[lepedueHbp BbIOpaHHBIX Mep oOecredeHusi O€30MaCHOCTH OTpakaeTcs B

IInane MepOHpI/IHTI/Iﬁ 1o o0ecrneUeHn o 3alIUThI IICPCOHAJIBHBIX TaHHbIX.

6.1. 3akoHoaaTe/ibHbIE (IPaBOBbIE) MePbI 3a1MTHI

K npaBoBbIM MepaM 3alIUThl OTHOCSATCS JCHCTBYIOLIHE B CTPAHE 3aKOHBI,
yKa3bl 1 HOPMAaTHBHBIE aKThl, perjaMeHTUpYyIolue npaBuia obpamenus ¢ [1/1H,
3aKpeIIAIoNINe paBa U 00S13aHHOCTH YYACTHUKOB HH(GOPMAIIMOHHBIX OTHOIICHUH
B Iporiecce ee 00pabOTKM U MCMOJIB30BAHMS, & TAK)KE YCTAaHABIMBAIOIINE OTBET-
CTBEHHOCTb 3a HapYyIIEHUsl 3TUX IMPaBWI, NPENSATCTBYS TEM CaMbIM HEIPaBOMEDP-
HOMY Hcnonb3oBanuio [1J[H u gBistonuecs caepxuBaromuM GakTOpoM IS TO-
TEHUHUAJIBbHBIX HAPYIIUTENCH.

[IpaBOBBIE MEpHI 3aIUTHI HOCAT B OCHOBHOM YTIPEXKAAIONTNH, MPOPUITAKTH-
YECKUN XapakTep U TPeOYIOT MOCTOSHHOW Pa3bsICHUTEILHON pabOThI C MOJIH30BA-

TCJILIMHU U O6CJ'Iy>KI/IBaIOHII/IM IICPCOHAIIOM CHUCTCMEI.

6.2. MopaabHO-dTHYECKHE MePbI 3a1UThI

K mopaibHO-3THYECKMM MeEpaMm OTHOCSTCS HOPMBI ITOBEIEHUS, KOTOPBIE
TPAAUIMOHHO CIIONKUJIUCH UJIU CKIIAJBIBAIOTCS MO Mepe pacnpoctpaHeHus OBM B
CTpaHe WM 00IIecTBEe. DTH HOPMBI OOJBIIEH YaCThIO HE SIBISIOTCS 005S3aTeNbH bI-
MH, KaK 3aKOHOJATEIbHO YTBEPKJICHHbIE HOPMATHUBHBIE aKThl, OJHAKO, UX HECO-

OytofieHre BelleT OOBIYHO K TMAaJICHUI0 aBTOPUTETA, MPECTHXKA 4YeJIOBEKa, TPYIMIIbI
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JUL WIA OpraHu3anuu. MopalbHO-3TUYECKHE HOPMBI OBIBAIOT KaK HEMHCAHbIE
(Hanmpumep, o0IIenpU3HAHHBIE HOPMbI YECTHOCTH, MATPUOTHU3MA U T.I1.), TaK U MH-
caHble, TO €CTh O(POPMIIEHHBIE B HEKOTOPBIN CBOJ (YCTaB) MPaBHJI WM MPEAIUCa-
HUM.

MopanbHO-3TUYECKHE MEPbl 3aAIIMUTHl SBISIOTCA NPOPUIAKTUYECKUMH U
TpeOyIOT MOCTOSHHON PabOThI MO CO3AAHUIO 3I0POBOIO0 MOPAJIBHOIO KIMMAaTa B
KOJUIEKTUBAX MOApa3feneHnil. MopalbHO-3THUECKHE MEPbI 3alUThl CHUXKAIOT Be-
POSITHOCTh BO3HUKHOBEHHSI HETaTHUBHBIX JACHCTBHI, CBA3aHHBIX C YEJIOBEYECKUM

dbakTopom.

6.3. OpranuzanmoHHble (AAMHUHUCTPATHBHBbIE) MePbI 3AIIUTHI

OpranuzanoHHble (aIMUHUCTPATUBHBIC) MEPBI 3alIUTHI - 3TO MEPHI Opra-
HU3AIMOHHOTO XapakTepa, PeriaMEeHTUPYIOUIME MPOIECChl (PYHKIIMOHUPOBAHUS
NCTIIn, ucnons3zoBanue pecypcoB HCIIJIH, nesTenbHOCTh 0OOCITYXUBAOIIETO
NepcoHalia, a TakXKe MOPSJAOK B3auMojiecTBUs noJb3oBateneit ¢ UCIT[AH Takum
o0Opa3oM, 4TOOBl B HauOOJBIIECH CTENEHU 3aTPYAHUTH WIM HCKIIOYUTH BO3MOXK-
HOCTb pealii3allui yrpo3 0e30MacHOCTH WM CHU3UTH pa3Mep MOTeph B cllydyae Ux
peanu3aiuu.

['maBHas uenp aJIMUHUCTPATUBHBIX MEp, NPEANPHUHUMAEMbBIX Ha BBICHIEM
yrpaBiIeHYECKOM YpoBHE — cdopmupoBath [lonuTuky wuHbOpMalMOHHONW 0e€3-
ormacHoctu [1JIH (oTpakaromiyto MoAXoAbl K 3alIuTe UHPOpPMAIMK) U 00ECIICUHUTD
€€ BBITIOJTHEHUE, BBIJIETISIE HEOOXOAMMbBIEC PECYPCHI U KOHTPOIIUPYS COCTOSTHUE JIEII.

Peanuzanus [lonutuku mHpopmarmonHoit 6e3onacHoctu [1Jln 8 UCITIn
COCTOUT W3 MEpP aJIMHHUCTPATUBHOIO YPOBHS M OpPraHU3alUOHHBIX (IIpOUEIyp-
HBIX) MEp 3alUThl HHPOPMAIIHH.

K agmuHHCTpaTUBHOMY YPOBHIO OTHOCATCS PELIEHUs] PYKOBOJCTBA, 3aTpa-
ruBatoiue aearenbHocTh UCIIJIH B 1iemomM. D1u perieHus 3akperusitorces: B [lonu-
TUKe nH(pOpMAIMOHHOM Oe3omacHOCTH. [IpuMepoM Takux pemeHnii MOTYT OBITh:

- IPUHATUE peuieHus O (QOPMHUPOBAHUU HUJIU MEPECMOTPE KOMIUIEKCHOU
nporpaMmbl obecrneuenust 6ezonacHoctu [1/{H, onpeaeneHne 0TBETCTBEHHBIX 3a €€

pcain3alnulo,
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- hopMyIUpOBaHUE 1IE€JIeH, MOCTAHOBKA 3ajJiay, OMNPE/IeICHUE HAMpaBICHUN
TIeaTeNbHOCTH B 00sacTu 6e3omacHoctu 11/1H;

- IPUHSTUE PEILICHUI 10 BOMPOCaM peau3aiii MporpaMMbl O€30MaCHOCTH,
KOTOpBbIE€ paccMaTpuBaroTcs Ha ypoBHe OV B 11e510M;

- o0ecrieueHre HOPMATUBHOM (MpaBOBOI) 0a3bl BONMPOCOB OE30MACHOCTU U
T.11.

[TonuTuka BEpXHETO YPOBHS MOJDKHA YETKO OYEPTUTH chepy BIHUSHUA U
OrpaHUYEHUs TIPU ompeAesieHuu 1enel 6e3onacHoctu [1J[H, onpenenuTs KakKuMu
pecypcamu (MaTepHuaibHbIe, MMEPCOHAN) OHM OYIyT OCTUTHYTHI U HAWTU pazyM-
HBIN KOMIIPOMHUCC MEXKYy MPUEMIIEMbIM YPOBHEM 0€30MacHOCTU U (DYHKIIMOHATb-
HocThto MCIT/IH.

Ha opranuzaiimoHHOM ypOBHE OINpEEesSIOTCS MPOIEAYyphl M IpaBUiia J10-
CTHXKEHUS 1IeJie u perieHus 3aaad llonmutnku nHPOpMaMoHHOW 0€30MacHOCTH
I1/TH. OTH npaBuia ONpenestoT:

- KaKoBa 00J1acTh MpUMEHEHUs MouTuKu 6e3onacHoctu [1/1H;

- KaKOBBI POJIM M 00S3aHHOCTU JOJIKHOCTHBIX JIMII, OTBEYAIOIINE 32 MPOBe-
neHue noautuku 6ezonacHocTy [1J]H, a Tak)ke UX YCTaHOBUTH OTBETCTBEHHOCTH;

- KTO uMeeT npasa poctyna kK [1J1H;

- KaKUMU MEpaMH U CpeJcTBaMu oOecrieunBaeTcs 3anmuTa [1/1H;

- KaKUMH MEpaMu M CpeJICTBaMH 00ecTeunBaeTCsi KOHTPOJb 32 COOJIIO/ICHU-
€M BBEJICHHOTO pekrMa 0€30MacHOCTH.

Opranu3aiioHHbIE MEPHI TOTKHBI

- IpelyCMaTpUBATh PETJIaMEHT MH(GOPMAIIMOHHBIX OTHOIICHUHN, MCKII0Ya-
IOIIUX BO3MOXHOCTh HECAHKIIMOHWPOBAHHBIX JIEMCTBHII B OTHOIIEHUH OOBEKTOB
3aIlUTHI;

- OMPENIENATh KOATUIMOHHBIE U UEPApPXUUYECKUE MPUHILIUIBI U METOJIbI pa3-
rpannueHus gocryna K [1/1H;

- OTIPEACIIATH MOPSIIOK PadOTHI C MPOrPaMMHO-MAaTEMAaTUYECKUMH W TEXHU-
YECKMMU (ammapaTHbIMHU) CPEICTBAMHU 3alUThl U KPUNTO3ALIUTHI U JIPYTUX 3a-

IMUTHBIX MEXaHNU3MOB,
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- opranu3oBaTh Mepbl npotuBoaeiicTBuss HCJI monb3oBaTensiMu Ha 3Tanax
ayTeHTU(UKaluy, aBTOPU3ALMHU, WUICHTU(DHUKAIUHU, OOECHeUYMBAIOUIUX TapaHTUH
peanu3anuu IpaB U OTBETCTBEHHOCTU CYObEKTOB MH(POPMALIMOHHBIX OTHOIICHUI.

OpranuzaiiMoOHHbIE MEPBHI TOJKHBI COCTOSTH H3:

- [lopsnka nomycka cOTpyIHMKOB K ucrnonbs3oBaHuto pecypcos UCII/n OY
(PazpemmrenpHas cucrema noctyna K [1/1H);

- Unctpykumii nons3oBarenein UCII/In (agmunuctparopa UCIIAH, agmu-
HHUCcTpaTopa Oe3onacHoctu, oneparopa UCIIJIH);

- HHCT‘pYKL[I/II/I IMOJIb30BATCIIA ITPHU BOSHUKHOBCHHUHN BHCUITATHBIX CHTyaHHﬁ.

6.4. dusnyeckue Mepbl 3aLUTHI

®u3nYeCcKrue Mephl 3allThl OCHOBAHbI HA TPUMEHEHUH PA3HOTO poJia Mexa-
HUYECKHUX, AJIEKTPO- WIH DJIEKTPOHHO-MEXAHUUYECKHUX YCTPONCTB U COOPYKECHUH,
CIIENUAJIBHO MPETHA3HAYCHHBIX JUIS CO3/aHusl (PU3MYECKUX MPETSTCTBUM HA BO3-
MOYHBIX MMYTSIX TPOHUKHOBEHHUA U JIOCTYIa MOTECHIIMAIbHBIX HAPYIIUTEIEH K KOM-
MOHEHTaM CHUCTEMBI U 3alluiaeMol WHpopMaIuy, a TakKe TEXHUUYECKUX CPEICTB
BU3YaJIbHOTO HAOJIOJICHNUS, CBSI3H M OXPAHHOMN CUTHATU3AIINH.

dusnyeckas 3alluTa 3JaHUi, TOMEIIEHUH, 00BEKTOB U CcpelicTB MH(pOpMa-
THU3AlUM JOJDKHA OCYIIECTBISATHCS MYyTEM YCTAHOBJEHHS COOTBETCTBYIOUIMX IO-
CTOB OXpaHbI, C TIOMOIIIbIO TEXHUYECKUX CPEJICTB OXPAaHbI MW JIOOBIMU JPYTUMH
criocob6amu, MPETOTBPAIIAIOITAME WM CYIIECTBEHHO 3aTPYAHSIOMIMMHU MPOHUK-
HOBCHHE B 3/IaHUE, IIOMEIICHHUS TOCTOPOHHHUX JIMII, XUICHUE MH(OOPMAIIMOHHBIX
HOCHUTEJICH, caMHX CpeacTB HHGOpPMATHU3AIlMN, HCKIIOYAIOIMIMMH HaXO0XKICHUE

BHYTPHU KOHTPOJIUPYEMOU (OXpaHIEMOI) 30HbI TEXHUYECKUX CPEACTB Pa3BEAKHU.

6.5. AmnmapatHo-nporpaMmmHbie cpeacTna 3amuTsl [11n

Texnuueckue (anmapaTHO-IPOTrpaMMHbBIE) MEPHI 3alUTHl OCHOBAHBI Ha HC-
MOJIb30BAHUM PA3TUYHBIX 3JEKTPOHHBIX YCTPONCTB M CHEIUAIBHBIX MPOrPaMM,
Bxoasumx B coctaB MCIIJIH 1 BRIMOJHAIOMUX (CAMOCTOSITEILHO WIIM B KOMILJIEKCE
C IPyTUMHU CpeACcTBaMM) (DYHKIMU 3aIUTHI (MICHTUPUKAIUIO U AYTeHTU(DUKAIUIO
MOJIb30BATENICH, pa3rpaHUYEHUE JOCTyNa K pecypcaM, PEerucTpaluid COOBITHH,

Kpunrorpaduieckoe 3aKpblTie UHPOPMAIUU U T.1.).
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C yueTom Bcex TpeOOBaHMI U MPUHIMIOB obecniedeHus: 0ezonacHocT [1/1H
B UCII/IH mo BceM HampaBJICHUSIM 3allUTHl B COCTaB CUCTEMBbI 3alUTHI JTOJKHbI
OBITH BKJIFOUEHBI CIIETYIONINE CPEICTBRA:

- cpeacTBa uaeHTU(UKAIMKU (OMO3HaBaHMs) U ayTeHTU(UKauu (moITBep-
XKICHUS MOTMHHOCTH ) Tlosib3oBatenein UCII/IH;

- CpEACTBa pa3rpaHUUCHUS] JOCTyNa 3apETHCTPUPOBAHHBIX MOJIb30BATEICH
cucreMsbl k pecypcam UCII/Iu OY;

- cpeacTBa oOecTieYeHUs] U KOHTPOJS IEJIOCTHOCTH MPOrPaMMHBIX U HMH-
(dbopMaImOHHBIX PECYPCOB;

- CpPEJICTBa ONEPATUBHOI'O KOHTPOJISI U PETUCTpAIlMU COOBITHI Oe30mMacHo-
CTH;

- Kpunrorpadgudeckue cpeactna 3amuthl [1/1H.

YcnemHoe TPUMEHEHHE TEXHUYECKUX CPEJICTB 3alluThl Ha OCHOBAaHUU
OPUHIMIIOB (pa3fen 5) mpeamojiaraeT, YTO BBITIOJIHEHHE MEPEUUCICHHBIX HUXKE
TpeOoBaHUN 00ECeueHO OpraHU3allMOHHBIMU (aAMUHUCTPATUBHBIMH) MEpaMU U
UCIIOJIb3YEMbIMU (PU3MUECKUMU CPEICTBAMU 3AIIUTHI:

- obOecrnieyeHa ¢usnyueckas 1e0cTHOCTh Becex komnoneHT MCIIdH;

- KXl coTpynHuk (mosnb3oBatenbs WCII/IH) win rpynna mnojab3oBaTenei
UMEET YHUKATBbHOE CUCTEMHOE MMl 1 MUHUMAJIbHO HEOOXOIUMBIE JJIS BBIMOJTHE-
HUSL UM CBOUX (YHKIMOHATBHBIX OOS3aHHOCTEW MOJHOMOYHMS IO JOCTYNY K pe-
CypcaMm CUCTEMBI;

- 8 UCIT[In OV pa3paboTka U OTiaaKa MporpaMM OCYIIECTBISETCS 3a mpe-
nemnamu MCII/IH, Ha HCTIBITATEIbHBIX CTCHIAX;

- BC€ U3MCEHEHHs KOHPUTYpallMd TEXHUYECKUX M TPOTPAMMHBIX CPEIICTB
NCIIH mpou3BOAATCS CTPOrO YCTAHOBIEHHBIM MOPSAKOM (PETUCTPUPYIOTCSA U
KOHTPOJIMPYIOTCS) TOJIbKO HA OCHOBAaHUHU pacnopsikeHuid pykoBoactea OVY;

- ceTeBOe 000pyAoBaHUE (KOHUEHTPATOPhI, KOMMYTAaTOPblI U T.II.) pacmoJia-
raeTcsi B MECTaxX, HEJOCTYIHBIX JJIsl TOCTOPOHHUX (CHEIUATbHBIX MOMEUIEHUSX,
mkadax, v T.1.).

- cnenuanucraMu OY ocylIiecTBIsSIETCS] HEMPEPHIBHOE YNPABICHUE U A MHU-
HUCTpaTUBHAS MOAAEPKKA (YHKIIMOHUPOBAHUS CPEJICTB 3aLUTHI.
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7. Konrpouas 3¢dexTuBHOCTH cucTeMbl 3amuThl UCIIIn OY

Kountpons a¢gdextuBnoctu C3I1/[H A0KEH OCYIIECTBIASETCS HA TMEePUOIU-
yeckoi ocHoBe. llenbio KOHTPOJIs 3P(HEKTUBHOCTH SIBIISETCSI CBOEBPEMEHHOE BBI-
SBJICHUE HEHaexammx pexumMoB padoTel C3II/IH (oTKIIIOYEHUE CPE/ICTB 3alllH-
Thl, HAPYIICHUE PEKMMOB 3allUThl, HECAHKIMOHWPOBAHHOE H3MEHEHUE pPEKUMA
3aIlUTHI U T.I1.), IPOTHO3UPOBAHUE aTaK U MPEBEHTUBHOE pearupoBaHUE HA HOBbBIE
yrpo3sl 0e3onacHoctu [1/1H.

KoHTponbs MOXXeT NpoOBOAUTHCS Kak aJIMHHHCTpATOpaMHU O€30MaCHOCTH
NCII[In (omepaTHBHBIM KOHTPOJL B Mpolecce MHPOPMALMOHHOTO B3aUMOJIEH-
ctBus B VICII/IH), Tak ¥ mpuBIEKaeMbIMH JJIsI DTOM 1€ KOMIIETEHTHBIMHU Opra-
HU3AIUSAMH, UMEIOIIMMHU JIMLIEH3UI0 Ha 3TOT BUJI JAeATeNIbHOCTH, a Takke OCTIOK
Poccun 1 ©Ch Poccun B nipeniesiax ux KOMIETEHIIUH.

KoHTponb MOXKET OCyIIECTBISATHCS aAMUHUCTPATOPOM O€30MaCHOCTH KaK C
IIOMOLIBIO IITAaTHBIX CPEACTB CUCTEeMbI 3auThl 11/1H, Tak ¥ ¢ moMoOIIBIO cHEelu-
AJIbHBIX IIPOTPAMMHBIX CPEICTB KOHTPOJIS.

Onenka >3¢dexTuBHOCTH Mep 3amuThl [1/IH mpoBoAUTCS ¢ UCTIOIB30BAHUEM
TEXHUYECKHUX U NMPOrPaMMHBIX CPEACTB KOHTPOJIA HA IIPEAMET COOTBETCTBHUSI yCTa-

HOBJICHHBIM Tpe60BaHI/I$IM.
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8. Cdepnl 0TBEeTCTBEHHOCTH 3a Oe3onmacHocTh I1/IH

OTBeTCTBEHHBIM 3a pa3padOTKy Mep M KOHTPOJb Haja oOecreyeHueM Oe3-
OMACHOCTH TEPCOHATBHBIX JTaHHBIX SABISETCS aJMUHUCTPATOP MH(GOPMAIMOHHON
6e3onacHoctu (nanee - AUDB), HazHauaeMblil npuka3zom gupektopa OVY.

Cdepa otBercTBeHHOCTH AUWDB BKIIOUaeT clienyrolye HampaBjieHus: obec-
neucHus 6e3omacHoctu I1/1H:

- [InanupoBanue u peanuzanus Mep no odecrneueHuto de3omnacuoctu [1/1H.

- Ananu3 yrpo3 6e3onacuoctu [1/]H.

- Pa3paboTky, BHeApeHHE, KOHTPOJIb UCIIOTHEHUS U MOJAJEPKAHUE B aKTy-
aJIbHOM COCTOSIHMM IOJUTUK, PYKOBOJACTB, KOHLEMILUMI, MPOUEAYP, PETIAMEHTOB,
UHCTPYKIMHM U IPYTUX OPraHU3alMOHHBIX JOKYMEHTOB MO O0ecredeHnto 0e3ormnac-
HOCTH.

- Kontpouns 3amuimennoctu UT-undgpactpykrypst OV ot yrpo3 Wb nytem.

- O6yuenne u nHpopmupoBanue nonbzoBateneit UCII[Iu o mopsiake pado-
ThI ¢ [1JIH 1 cpeacTBaMu 3alIUTHI.

- IIpenoTBpailieHre, BBISBICHUE, PEATUPOBAHUE U PACCIEIOBAHUE Hapyllie-
Hui 6e3omacHocTu I1/1H.

- He pexxe ogHOrO pasa B kBapTai (a Ipu HAIUYUU HEOOXOAMMOCTH U Yallle)
uHpopmupoBaHue pykoBoactBa OV o coctosiHuu MHGOPMAIIMOHHON 0€30MacHO-
CTH.

[Ipun B3anMOJEMCTBUU CO CTOPOHHHUMHM OpPraHHM3alUsIMU B ClydasX, KOTIa
COTPYAHUKAM 3THUX OpraHU3aluil MPEeAOoCTaBISETCS NOCTYN K OOBEKTaM 3alllUThl
(pazmen /3/), ¢ aTHMH OpraHU3aHUSIMH JIODKHO OBITH 3akiiodeHo CorjamieHue o
KoH(puIeHnanbHOCTH, J1u60 CornamieHue o coOMI0IEHNN pexuMa 0e30macHOCTH
111 npu BemmosnHeHnuu padot B UCII/H. [ToagroroBka TUNOBBIX BapUAHTOB 3THX

COrJIalllCHU I OCyHICCTBIIACTCA COBMCCTHO C IOpI/II[I/I‘-IeCKI/IM OTACIIOM.
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9. Moaeab HapymuTeJIs 0€30IMacHOCTH

Ilox mapymmrenem B OY MOHUMAETCS JUI0, KOTOPOE B PE3YyJIBTATE YMBIII-
JICHHBIX WJIM HEYMBIIUICHHBIX JEUCTBUI MOXET HAaHECTH ymepd oObeKTaM 3aliu-
ThI (pazzaen /3/).

Hapymmrenu nogpaznensrorcs no npusHaky npuHajinexsHoctd Kk MCITIH.
Bce Hapymurenu nensrTcs Ha AB€ IPYIIbL:

® BHEIIHUE HAPYLIUTEIN — (PU3NUECKHUE JHIa, HE UMEIOIIKE MpaBa npedbl-

BaHUS Ha TEPPUTOPUM KOHTPOJIHUPYEMOW 30HBI, B IIpelesaX KOTOPOH
pa3memniaetcsi ooopyaoBanue MCII/IH;

® BHYTpPEHHHE HapyLIUTENHU — PU3NUECKHE JIMIIA, UMEIOIINe TPaBo MpeObl-

BaHUS Ha TEPPUTOPUM KOHTPOJHUPYEMOW 30HBI, B IIpeleiaX KOTOPOH
pa3merniaetcs ooopynoBanue MCII/IH.

Knaccuduxkanus napymureneit npeacrasieHa B Mojenu yrpo3 6e30macHo-

ctu nepcoHanbHbIX gaHHbIX UCIIIH.
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10. MoneJn yrpo3 6e30nacHOCTH

Hna UCITAa OV BblaenstoTCs CIEAYIOUIME OCHOBHBIE KAaTETOPUHU Yrpo3
0€30MacHOCTH MEPCOHATIBHBIX JAHHBIX:

1) Yrpo3bl OT yTeUKH MO0 TEXHHYSCKUM KaHajIaM.

2) YTpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTYIA K HH(POPMAIIHH
- YTpo3bl YHMUTOXKEHHUs, XulleHus anmapatHeix cpeacts MCIIIH HOCH-
Tened nnopmanmu nytem ¢usudeckoro pocryna k snementam UCI/H.
- Yrpo3bl XUIIEHUS, HECAaHKIIMOHUPOBAHHON MoAupUKAIIUA WA OJOKH-
poBaHus MH(OPMAIMK 3a cueT HecaHKIoHupoBaHHoro goctyna (HC/) c
MPUMEHEHHEM ITPOrpaMMHO-AMIMAPATHBIX U MMPOTPAMMHBIX CPEJICTB (B TOM
qHClie MPOrpaMMHO-MAaTeMaTHYECKUX BO3IEHCTBUM).
- Yrpo3bl HENpEeIHAMEPEHHBIX JEHCTBUM I10Jb30BATEIE M HAPYIIEHUMN
6e3onacHoctu ¢ynkuuonuposanus UCII/In u C3I1/IH B ee cocraBe n3-3a
c060€eB B MPOrpaMMHOM OOECIIEYEHUH, a TAKKE OT YIPO3 HEAHTPOIIOT€HHO-
ro (c6oeB anmaparypbl U3-3a HEHAJEKHOCTU AJIEMEHTOB, COOEB AIEKTPO-
NUTAHUS) U CTUXUHHOrO (yAapOB MOJIHUM, IMOXKAapOB, HABOJHEHUN U T.II.)
XapakTepoB.
- YTpO3bl IpeAHAMEPEHHBIX ACHCTBUN BHYTPEHHUX HAPYILIUTEIIEH.

- YTpO3bl HECAHKLIMOHUPOBAHHOTO JTOCTYIIA MO0 KAHAJIAM CBSI3H.

Onucanue YI'po3, BEPOATHOCTh UX pCain3allii, OIIACHOCTb N dKTYAJIbHOCTb

npeacTaBieHbl B Monenu yrpo3 6e3omacHocTy iepcoHanbHbix qanueix UCIIH.
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11. Mexanu3m peaausanuu Konnenuuu

Peanuzauus Konnenuuu no/kKHA OCYHIECTBIATHCS HA OCHOBE MEPCHEKTHB-
HBIX MPOrpamMM U IJIAHOB, KOTOPBIE COCTABISIOTCS HA OCHOBAHUU M BO MCIIOJIHE-
HUeE:

- ¢enepabHBIX 3aKOHOB B 00JjacTU oOecrniedeHus WH(POpMaIMOHHOW Oe3-
OMMACHOCTH U 3alUThl UH(POpMALIUK;

- nocraHosieHui [IpasurenscrBa Poccuiickon @enepanuu;

- PYKOBOASIINX, OPraHU3aI[MOHHO-PACTIOPAIUTENBHBIX U METOJUYECKUX 10~
kyMeHTOB ®CTOK Poccuu;

- notpedHoctert UCIIIH B cpenacTBax oOecrneueHus: 0€30MacHOCTH UHPOP-

MAalliH.

36



12. Oxuaaemslid 3¢ dekT ot peanusanun Konnenuuu

Peanuzamusa Konneniuu 6e3omnacaoctu [1J{a 8 UCIT/IH m03BOIMUT:

- OLIEHUTH cocTosinue Oe3zonacHoctH MHGpopmanuu WCIIJIH, BbISIBUTH uc-
TOYHUKH BHYTPEHHHMX W BHEIIHHUX yIrpo3 MHPOpPMALMOHHOW O€30MacHOCTH, Ompe-
JEIUTh MPUOPUTETHBIE HANIPABJICHUS NPEIOTBPALIECHUSA, OTPAKEHUS U HEUTpAIIH-
3aI[UU ATUX YIPO3;

- pa3paboTaTh pacnopsAUTENbHbIE U HOPMATUBHO-METOJUYECKHUE TOKYMEH-
Tbl npuMeHuTeNbHO K MUCII/IH;

- mpoBecTHu Kiaccupuxanuio u ceprudpukannto UCIJIH;

- IPOBECTU OPraHU3ALMOHHO-PEKMMHBIE U TEXHUYECKHE MEPONPUATHUS IO
ob6ecneuenuto 6e3omacHoctu [11n B UCII/IH;

- o0ecrneYnTh HEOOXOJUMBIN YPOBEHBb 0€30MacCHOCTH OOBEKTOB 3aIIUTHI.

OcyiecTBieHre 3TUX MEPONPUATUI 00€CTIeUUT CO3AaHNe €IMHOM, 11eJI0CT-
HOM ¥ CKOOPJMHUPOBAHHOMN cucTeMbl MHpopMarmoHHo# 6e3omacHocTr UCITIH u

CO31acCT yCJIOBUA OJIAA €€ I[aJ'IBHeI\/JIH_IeI“O COBCPIICHCTBOBAHM:.

37



13. Cnucok HCNnoJIb30BAaHHBIX HCTOYHHUKOB

OCHOBHBIMM HOPMAaTHUBHO-TIPABOBBIMU M METOAMYECKUMU TOKYMEHTAMHU, Ha
KOTOpBIX OazupyeTcs HacTosmas Konuenmnus, sBiasioTCs:

1 ®enepanbhbiil 3akoH ot 27.07.2006 r. Ne 152-03 «O nepcoHaIbHBIX AaH-
HeIX» (nanee — @3 «O mepcoHaNbHBIX JAHHBIX»), YCTAHABIMBAIOUIUNA OCHOBHBIE
MPUHIMIBL U ycioBus oopadotku I1JIH, mpaBa, 00s3aHHOCTH U OTBETCTBEHHOCTD
YYaCTHUKOB OTHOIIIEHHH, CBSI3aHHBIX ¢ 00padoTKoit T1]H.

2 llocranosnenune IlpaButensctBa P® ot 01.11.2012 No 1119
"OO6 yTBepKIeHUHM TpeOOBaHMUW K 3allMTE MEPCOHAJIBHBIX JAHHBIX MPU UX OOpa-
00TKe B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIbHBIX JaHHBIX" .

3 «llopsanok npoBeaeHus: kinaccuurkanum HHPOPMALMOHHBIX CUCTEM IEp-
COHAJIBHBIX TAHHBIX», YTBEPKACHHBI coBMeCTHBIM [Ipukazom @CTIK Poccun Ne
55, ®CB Poccuu Ne 86 1 Munungpopmcessizu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxxenue 06 0cOOEHHOCTAX 00paOOTKU MEPCOHANBHBIX JTaHHBIX, OCY-
HIECTBIIIEMON 0€3 MCIOJIb30BaHUS CPEICTB aBTOMATU3AlUNY, yTBEpKaeHHoe [1o-
cranoByieHueM IIpaButenbctBa PO ot 15.09.2008 1. Ne 687.

5 HopmaTuBHO-MeTOIMYeCKHE TOKYMEHThl DenepaibHON CIIykObl 1O TeX-
HUYECKOMY U 3KCIEpTHOMY KOHTpoJito Poccuiickoit @enepanuu (nanee - @CTIOK
Poccun) mo obecnieuenuto 6ezonacuoctu [1/H npu ux oopadotke B UCIT/H:

6 PexoMenmamuu 1o oOecreyeHrnI0 0€30MacHOCTH TEPCOHAIBHBIX JTAHHBIX
npu ux o0paboTke B MHPOPMAIIMOHHBIX CHUCTEMAax MEPCOHAJbHBIX JAHHBIX, YTB.
3am. qupexropa PCTIK Poccuu 15.02.08 r. (JICII)

7 OCHOBHBIE MEPOIIPUATHS IO OPraHU3ALUN U TEXHUYECKOMY 00ECIIEYEHUIO
0€30MacHOCTH MEPCOHANIBHBIX TAHHBIX, 00pabaThiBaeMbIX B MHG)OPMAIIMOHHBIX CH-
CTEMax MepPCOHAJIbHBIX JaHHBIX, YTB. 3aM. nupektopa ®CTIK Poccum 15.02.08 r.
(ACL)

8 bazoBas Mozenp yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX MPH UX 00-

paboTke B MH(POPMAIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JIAHHBIX, YTB. 3aM. JTUPEK-

topa ®CTIK Poccun 15.02.08 r. (ACII)
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9 Metoauka OnpeaeNeHus aKTyalIbHbIX YTPO3 0€30MaCHOCTH IIEPCOHATIBHBIX
JaHHBIX TpH UX 00paboTKe B MH(MOPMALMOHHBIX CHCTEMAaX MEPCOHAJbHBIX JaH-

HbIX, YTB. 3aM. gupektopa PCTIK Poccun 15.02.08 r. (ACII)
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